
draft-ietf-radext-radiusdtls-bis
Making RADIUS/(D)TLS a Proposed Standard
F ina l l y :  The  f i n i sh  l i ne  i n  s i gh t  \o /

IETF 122 in Bangkok – radext | 21.03.2025

Janfred Rieckers | DFN-Verein



▸ 2 new draft versions (one before the interim, one before this IETF)

▸ 1 Interim

▸ A draft version without TODOs

▸ Almost all of the open discussions (up to draft submission deadline) 

addressed in the document, at least hopefully?
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What happened s ince IETF121



▸ Use Protocol-Error to signal unwanted packets
– Much better than sending a Reject with Error-Cause
– More or less backward compatible
– Per-hop reply instead of rejecting (which would get proxied)

▸ We’ll stay with the downref to 7585 (dynamic peer discovery), but don’t 

include discussions specific to dynamic peer discovery (7585bis if needed, but 

not important for this draft)
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Results of the inter im
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Open Issues

▸ Mutual authentication via Post-handshake

– forbid this, opens up a whole lot of possible bugs in implementation

▸ Limited # of TLS Records

– only a limited amount of TLS Records can be send before the probability of 
Nonce-reusage gets too high

– single RADIUS/TLS connection could possibly be used for multiple months

– -> Rekeying necessary
● TLS 1.3: RFC 8446 Sec 4.6.3. - Key and Initialization Vector Update
● TLS 1.2: Renegotiation

– Suggestion: Put a paragraph in security considerations, but don’t state 
functionality ( should maybe be the responsibility of the TLS-library anyway)
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Is that i t?

▸ With the changes resulting from the discussion in this meeting: Can we start 

a WGLC?



Discussion/Questions?

▸ Contact
▹ Jan-Frederik Rieckers

Mail: rieckers@dfn.de
Phone: 0049 30 884299-339
Fax: 0049 30 884299-370 
 
Address:
DFN-Verein, Geschäftsstelle 
Alexanderplatz1
10178 Berlin

mailto:rieckers@dfn.de
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