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Background

Challenges with Enterprise Identity

Interoperability Security
e Many competing standards e Evolving threat landscape requires new
solutions
e Many standards are very flexible,
many ways to implement each standard e SSO alone is not enough to combat modern
identity threats

e High cost of developing against
|ldP-specific implementations
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Charter Scope

-~

Single sign-on

Entitlements

Session termination

User lifecycle management

Risk signal sharing

Token revocation

~

Goals

e Define profiles within existing
and new standards

e Reduce optionality and
ambiguity

e Promote consistency,
interoperability, and security



IPSIE Levels

IPSIE
LEVEL

SL1

SL2

SL3

IL1

IL2

IL3

Application (aka RP)

- MUST meet NIST 800-63-4 FAL2 compliance
- Session lifetime MUST be set from the assertion

- MUST terminate sessions at the request of the Identity Service

- MUST communicate session state changes to Identity Service

- MUST support Create, Update and Delete of users by the Identity
Service prior to sign-in

- Local Create, Update, and Delete of users and the Identity Service
provided profiles SHALL NOT be allowed

- MUST support mapping group claims to application roles and
capabilities

- MUST expose application roles to the Identity Service

https://aithub.com/openid/ipsie/blob/main/ipsie-levels.md

DRAFT Content as of March 11, 2025

Identity Service

- MUST meet NIST 800-63-4 FAL2 Compliance
- MUST enforce MFA and communicate an
authentication class to the Application

- MUST enforce authentication method requests
from Application

- MUST communicate user, session, and device
state changes to the Application

- MUST synchronize provisioned users and their
profile data to the Application

- MUST synchronize user group membership claims
to Application

- MUST consume Application roles and map to users
- MUST synchronize user role claims to Application


https://github.com/openid/ipsie/blob/main/ipsie-levels.md

IPSIE Levels Relevant to SCIM

IPSIE
Application (aka RP
LEVEL o ( )
- MUST support Create, Update and Delete of users by the Identity
L1 Service prior to sign-in
- Local Create, Update, and Delete of users and the Identity Service
provided profiles SHALL NOT be allowed
L2 - MUST support mapping group claims to application roles and
capabilities
IL3 - MUST expose application roles to the Identity Service

https://aithub.com/openid/ipsie/blob/main/ipsie-levels.md
DRAFT Content as of March 11, 2025

Identity Service

- MUST synchronize provisioned users and their
profile data to the Application

- MUST synchronize user group membership claims
to Application

- MUST consume Application roles and map to
users
- MUST synchronize user role claims to Application


https://github.com/openid/ipsie/blob/main/ipsie-levels.md

IPSIE WG Goals

Publish a stable draft of SL1 and IL1 in advance of Gartner IAM Summit,
ideally by September 2024

Demonstrate interop at SL1 and IL1 at Gartner IAM Summit in December 2024

As of March 11, 2025



