NRO RPKI Program in 2025

Securing the Internet routing system, together

Sofia Silva Berenguer
RPKI Program Manager - NRO
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The NRO RPKI Program purpose

“To provide a more consistent and uniformly secure, resilient
and reliable RPKI service”
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NRO Why is this program important?

It creates a space for structured coordination and
collaboration on RPKI among the RIRS

Current diversity/inconsistency among RIRs’ RPKI
Implementations
 In RPKIl related services/features being offered
. Hosted/delegated, testing env, API
* In user experience
 InAPI endpoints
* In design decisions, implementations, etc.
Some RPKI challenges/concerns need to be addressed by
the five RIRs in alignment
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(=) nro What have we been working on?

———

« Better understanding of what a single, global RPKI system would look
like
— Documentation of baseline for RPKI services/features offered by each
RIR
— User research with users interacting with multiple RIRs

— Documentation of problem statement and exploration of solutions to
improve current RPKI trust anchor configuration

» Better measuring the robustness of the RPKI system as a whole
— Documentation of key aspects of robustness for each RIR (OPS)

« Keep the technical community informed and engaged throughout the
program and to address RPKI-related concerns in a coordinated way

— Periodic progress updates at relevant events and through blog posts
— Responded to community input in a coordinated way
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What are we
aiming for in
2025?

Progress towards improved
transparency, robustness, and security
of the RPKI system

Increased consistency of the RPKI
system user experience

The technical community is kept
Informed and engaged throughout the
program.
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 Visit our webpage:

NRO Do you want to know more?
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ABOUT ACCOUNTABILITY INTERNET GOVERNANCE TECHNICAL COORDINATION PoLICY DOCUMENTS

https://www.nro.net/technical-
coordination/security/certification/#rpki program

The NRO RPKI Program
What's the NRO RPKI Program?
Asaresult of the

with a more specific purpose of providing a mo sistent and uniformly secure, res
RPKI service, removin g barriers for RPKI adoption currently experienced by network operators who create
RPKI objects through multiple RIRs.

eve this strategic goal, the NRO RPKI Pro

* Read our blog series:

https://blog.apnic.net/2024/03/11/improving-
regional-internet-registry-alignment-in-the-rpki-
space/

https://blog.apnic.net/2024/05/22 /working-towards-
a-coordinated-rpki-system/
https://blog.apnic.net/2024/08/26/are-differences-
in-rir-rpki-implementations-hindering-rpki-adoption/
https://blog.apnic.net/2024/12/19/nro-rpki-
program-2024-in-review/
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As a result of the Number Resource Organization (NRQ) Strategic Review
Process, which started in 2022, the NRO agreed to work towards providing a
robust, coordinated, and secure Resource Public Key Infrastructure (RPKI)
service as one of the main priorities.



https://www.nro.net/technical-coordination/security/certification/
https://www.nro.net/technical-coordination/security/certification/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/03/11/improving-regional-internet-registry-alignment-in-the-rpki-space/
https://blog.apnic.net/2024/05/22/working-towards-a-coordinated-rpki-system/
https://blog.apnic.net/2024/05/22/working-towards-a-coordinated-rpki-system/
https://blog.apnic.net/2024/08/26/are-differences-in-rir-rpki-implementations-hindering-rpki-adoption/
https://blog.apnic.net/2024/08/26/are-differences-in-rir-rpki-implementations-hindering-rpki-adoption/
https://blog.apnic.net/2024/12/19/nro-rpki-program-2024-in-review/
https://blog.apnic.net/2024/12/19/nro-rpki-program-2024-in-review/

o)
0
Z
By
@)

We want to hear from you!

 What are the main barriers or obstacles for RPKI
adoption that could be solved (or at least improved!)
through better coordination and collaboration
among the RIRs?

» Please reach out through rpki_program@nro.net
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THANKS FOR YOUR
ATTENTION! 7
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Q&A

Together, we can build a more secure Internet s

uonez

/Lﬁx, / /“;,//

1ueBIQ 924N0SY JSGUINN

L)

-

12



	Slide 1: NRO RPKI Program in 2025  Securing the Internet routing system, together
	Slide 2: Agenda
	Slide 4: The NRO RPKI Program purpose
	Slide 5: Why is this program important?
	Slide 6: What have we been working on?
	Slide 7: What are we aiming for in 2025?
	Slide 8: Learn more and reach out
	Slide 9: Do you want to know more?
	Slide 10: We want to hear from you!
	Slide 11: Thanks for your attention!
	Slide 12: Q&A

