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Overview

* This document defines YANG data models for RPKI-Router Protocol ([RFC6810],
[RFC8210], and [I-D.ietf-sidrops-8210bis]).

« Two YANG data models are defined:
— letf-rpki-rtr.yang:
How to configure and manage the RPKI-Router protocol on routers.
— letf-rpki-table.yang:

How to manage ROA records of RPKI-Router Protocol on routers.

« Draft split:

The BGP related YANG definitions were removed from ‘draft-liu-sidrops-rtr-yang-05’ and
placed in the “draft-liu-idr-bgp-rpki-yang”. Thus, draft ‘draft-liu-sidrops-rtr-yang-06’ purcly
consist of YANG definitions for RPKI-RTR protocol.



Changes

Mar 2025

One new YANG data model ‘ietf-rpki-table.yang’ is extracted from ‘ietf-rpki-
rtr.yang’ to be used as a augment to “/rt:routing:”.

“ietf-rpki-rtr.yang’ is used as a augment to ““/rt:routing/rt:control-plane-
protocols/rt.control-plane-protocol”.

In ‘ietf-rpki-rtr.yang’, “cache-server” container was modified to “session”, and
“secure-session” container was modified to “authentication”.

The content of “rpki-rtr” has been enriched and reorganized with the addition of
four new containers: “connection-data”, “protocol-data”, “pdu-counters” and
“error-pdu-counters”.
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letf-rpki-rtr.yang
How to configure and manage the RPKI-Router protocol on routers.

augment /rt:routing/rt:control-plane-protocols/rt:control-plane-protocol:

| server-address
server-port
Iocal-address
ocal-port Connectivity parameters
enabled rE
preference
description e
session-state Authentication parameters (tcp-ao, md5, ssh)
enable-authenticatior|
authentication RPKI to router record limit
rpki-rtr - -> session (list) -> = [Toalimit and statistics
aspa-limit
statistics Session connection status (timestamps, flaps, up/down)
connection-dafté;‘
Protocol status

[protocol-data —
Counters of PDUs received from a single cash-server
["pdu-counters

Counters of error PDUs received from a single cash-

error-pdu-counters

server or router
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letf-rpki-table.yang

How to manage records of RPKI-Router Protocol on routers. augment /rt:routing:

rpki-table —

Mar 2025

roa-table

- Records of Router Key PDU
router-key-table -> router-key (list) asn

aspa-table

— prefix
roa (list) S max-len Records of IPv4 Prefix PDU
asn
total-records source

Ipv4—
P records-added Records Number of IPv4 Prefix PDU

_records-deleted

ipv6 -> . (Similar with TPv4)

ski

key
server-address

_ _ customer-asn Records of ASPA PDU (IPv4 AFI)
ipv4 -> aspa (list) server-address

provider-asns (list)

' L : Records of ASPA PDU (IPv6 AFI
Ipv6 -> ... (Similar with IPv4)
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Next Steps

* Future prospects
« Request more review to improve the draft.

* Queries???



Thanks
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