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Note Well

This is a reminder of IETF policies in effect on various topics such as patents or code of conduct. It is only meant to point you in the
right direction. Exceptions may apply. The IETF's patent policy and the definition of an IETF "contribution" and "participation" are set
forth in BCP 79; please read it carefully.

As a reminder:

° By participating in the IETF, you agree to follow IETF processes and policies.

° If you are aware that any IETF contribution is covered by patents or patent applications that are owned or controlled by you or
your sponsor, you must disclose that fact, or not participate in the discussion.

° As a participant in or attendee to any IETF activity you acknowledge that written, audio, video, and photographic records of
meetings may be made public.

° Personal information that you provide to IETF will be handled in accordance with the IETF Privacy Statement.

e Asa participant or attendee, you agree to work respectfully with other participants; please contact the ombudsteam
( ) if you have questions or concerns about this.

Definitive information is in the documents listed below and other IETF BCPs. For advice, please talk to WG chairs or ADs:

(Internet Standards Process)
(Working Group processes)
(Anti-Harassment Procedures)
(Code of Conduct)
(Copyright)

(Patents, Participation)

(Privacy Policy) e GG
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https://www7.ietf.org/contact/ombudsteam/
https://www.rfc-editor.org/info/bcp9
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp54
https://www.rfc-editor.org/info/bcp78
https://www.rfc-editor.org/info/bcp79
https://www.ietf.org/privacy-policy/

Note Really Well

e |ETF meetings, virtual meetings, and mailing lists are intended for professional collaboration
and networking, as defined in the IETF Guidelines for Conduct (RFC 7154), the IETF
Anti-Harassment Policy, and the IETF Anti-Harassment Procedures (RFC 7776). If you have
any concerns about observed behavior, please talk to the Ombudsteam, who are available if
you need confidentiality to raise concerns confident about harassment or other conduct in
the IETF.

e The IETF strives to create and maintain an environment in which people of many different
backgrounds and identities are treated with dignity, decency, and respect. Those who
participate in the IETF are expected to behave according to professional standards and
demonstrate appropriate workplace behavior.

e |ETF participants must not engage in harassment while at IETF meetings, virtual meetings,
social events, or on mailing lists. Harassment is unwelcome hostile or intimidating
behavior—in particular, speech or behavior that is aggressive or intimidates.

e If you believe you have been harassed, notice that someone else is being harassed,
or have any other concerns, you are encouraged to raise your concern in confidence

with one of the Ombudspersons. el
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This session is being recorded

IETF 122 Meeting Tips

In-person participants
e Make sure to sign into the session via Datatracker or the QR Code in this session.
e Use Meetecho (usually the "“Meetecho lite") client to: E—r—m—
o join the mic queue 5] [ Onsite tool 3
o participate in shows of hands SEER=
e Keep audio and video off if not using the onsite version.
Remote participants

e Make sure your audio and video are off unless you are chairing or presenting
during a session.
e Use of a headset is strongly recommended.



Opening - Chairs (5 min)
Problem statement (why do we need this) (10 min)
Use cases (10 min)
Interactions and interfaces with IPsec, TLS, MACsec, etc. (5 min)
SKEX protocols
o Unmediated Symmetric Key Establishment - Daniel (10 min)
o Distributed Symmetric Key Establishment - Mattia (10 min)
Draft charter discussion - Chairs (55 min)
BoF questions (15 minutes)



Charter Discussion
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Charter Highlights

e Protocols to assist with the secure deployment of PSKs with existing
protocols, e.g. TLS, IPsec, MacSEC
o To attain PQ security without specialized PQC protocols
o And specifically to benefit lightweight devices
e Targeted at dynamic environments, such as large-scale data centres, cloud
networks, and service provider infrastructures, routing protocols, control
plane authentication, and encrypted transport
e Not expected to be deployed in typical client-server applications, e.q.
standard browser use case
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https://github.com/Symmetric-Key-Exchange/skex-charter/

Charter Highlights - Cont.

e Asymmetric crypto is computationally expensive, and susceptible to
PQ attacks, and may involve the risk of mathematical attacks

e Symmetric cryptography offers a lightweight and resilient alternative

e Should not rely on 'all knowing' central servers that may constitute
single-point vulnerabilities



Charter: Scope

e The SKEX WG will:

©)
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Define protocols for symmetric key establishment and distribution
Standardize integration of symmetric key systems with existing
protocols (e.g., RFC 8784 for IPsec, MACsec, and TCP-AO for
BGP)

Explore extending encryption/authentication methods in other
protocols to support SKEX protocols



Charter: Deliverables

1. A protocol for unmediated symmetric key establishment - should not
rely on central hubs to establish keys between 2 or more parties

2. A protocol for distributed symmetric key establishment (starting
point) - relies on central hubs to establish keys between two or more
parties without the hubs knowing the key material

3. Recommendation documents on integrating SKEX protocols with
existing security protocols

4. ldentification of, and suggestions to other WGs for, extensions to
protocols to ingest symmetric keys or integrate with SKEX protocols
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https://datatracker.ietf.org/doc/draft-mwag-dske/
https://datatracker.ietf.org/doc/draft-mwag-dske/

BoF Questions
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e |sthe problem clear, well-scoped, solvable, and useful to solve?

e Is the charter clear and expected to result in an effective working
group?

e If a WG is formed, are you willing to edit documents, contribute text
and/or review drafts?
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