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Changes in Version 0.2

• Revised the threat model terminology.

• Feedback from IETF 121.

• Revised the address filtering text WRT [RFC9602] (SID address space).

• Feedback from IETF 121.

• Various fixes and text updates.
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Terminology

Internal / External

SR domain

• Internal / external

• On-path / off-path

• Data plane / 
control plane / 
management plane

ExternalInternal

[Based on RFC3552, RFC7835, RFC9055, RFC9416]

On-Path / Off-Path

SR domain

On-path Off-path
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Next Steps

• May: Data Plane Threat Model, Attacks, and Mitigation

• July @ IETF 123: Control Plane Threat Model, Attacks, and Mitigation

• September: Management Plane Threat Model, Attacks, and Mitigation

• November @ IETF 124: Final Discussion (if needed)
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More Details

• Draft:
https://datatracker.ietf.org/doc/html/draft-ietf-spring-srv6-security

• Git:
https://github.com/buraglio/draft-bdmgct-spring-srv6-security

• Comments and pull requests will be welcome.
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