Identity Crisis in Attested TLS
for Confidential Computing

Muhammad Usama Sardar!, Mariam Moustafa? and Tuomas Aura?

ITU Dresden, Germany

2Aalto University, Espoo, Finland

March 18, 2025

Thanks to my travel sponsor!

WGEENXT

Muhammad Usama Sardar (TUD) WIMSE WG @ IETF 122 March 18, 2025 1/11



Outline

@ Context

© Open Problems

e Backup

Muhammad Usama Sardar (TUD) WIMSE WG @ IETF 122



WIMSE Context
e WIMSE w2w! has TLS
e WIMSE arch? has attestation

® How do both fit together?
® Intra-handshake attestation3
® Post-handshake attestation®

Signing of claims

TLS Handshake

Key Exchange

Signing of claims

Signing of claims

Time—>

1Campbe|l, J. Salowey, Schwenkschuster, and Sheffer, WIMSE Workload to Workload Authentication, 2025.
2). A, Salowey, Rosomakho, and Tschofenig, Workload Identity in a Multi System Environment (WIMSE) Architecture, 2025.
3Tschofenig, Sheffer, Howard, Mihalcea, Deshpande, Niemi, and Fossati, Using Attestation in Transport Layer Security (TLS)

and Datagram Transport Layer Security (DTLS), 2024.

4Fossati, Sardar, Sheffer, Tschofenig, and Mihalcea, Remote Attestation with Exported Authenticators, 2025.
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Standard TLS vs. Remote Attestation

©rubca

@csr

Private key

Public key

—> Secure channel
<> Untrusted network

@ cCertificate @pubAK @rrivAK

Client

A

s

Server
privLTK

® CA as Trust Anchor

Verifying | | Attester
RP B eTLS 1 privEK

e HW manufacturer as Trust
Anchor

Cert = sign(privCA, ID || pubLTK) | Evidence = sign(privAK, m || pubEK)
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Threat Model of Confidential Computing

® Untrusted
® Cloud Provider (CSP)
® Trusted

® VM (assuming VM-based TEE)
® Quoting Agent
® CC Platform (HW,FW,SW)

Quoting Agent

CC Platform
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B Diversion Attack

® AK of a specific machine may be compromised. (e.g., privAK?)
® Transient execution attacks, as demonstrated by Foreshadow®

® /M, impersonates VM,

Veriinng RP m1 Evidence

bEK

— L | @Generate
@Appraise and —0o Evidence'

@ Convey

accept Evidence !
Evidence:

Genuine Compromised

5Van Bulck, Minkin, Weisse, Genkin, Kasikci, Piessens, Silberstein, Wenisch, Yarom, and Strackx, “Foreshadow: Extracting
the Keys to the Intel SGX Kingdom with Transient Out-of-Order Execution”, 2018.
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B How to Provision ID and LTK?

°Divert

o]
(Enc.) ID (Enc.) ID
Trust Workload |pubLTK] Workload|pubLTK]
ubAK, ) store ok . . ok ) .

TLS Server

Verifying RP ©Evidence

"/

@ Appraise and Quoting Agent, @ Generate
accept Evidence Evidence

Genuine Compromised
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TLS-attest Protocol®

Private key
Public key

ProVerif events

J

V)

Client Server
Verifying RP Attester
PUbAK privEK, privAK
1D
® centrelio ¢ Server
>
>
@ ServerHello
<
<
rdata = hash(pubEK)
ev = (na || rdata || dev_status) ||
sign(privAK,(na || rdata || dev_status))
selfsign = sign(privEK, (pubEK || e
cert = (pubEK || ev) || selfsign
@ Certificate = cert ® ServerRA
<
Check freshness
Vegfy signatrL]lrehon ev sig = sign(privEK, ) |
ompare hashes
@ CertificateVerify = sig
<
y - ServerFin
Iverlfy(pubEK, ? S'g)l @ Finished ServerComp
<
® ClientX
@ Finished
>
>
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