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The Problem
With most Cloud 
Service Providers 
(CSPs), you can either:

1) use their choice of 
ACME prodiver (almost 
always Let’s Encrypt), 
or 

2) you can bring your 
own PEM file. 

(1) leads to lack of issuer diversity.
(2) is completely un-tenable with a move to 45-day certs.



Refresher

draft-acme-autodiscovery

● Problem to be solved: As the owner of a website hosted in a Cloud Service Provider, 
I would like the CSP to use my choice of CA, not their choice of CA.
Equivalently stated: As an ACME Bot, knowing only the DNS name that I’m 
requesting a cert for, discover which ACME server to reach out to.

● Core mechanism: an ACME discovery extension to the domain’s DNS CAA record 
pointing to the authoritative ACME server(s) for that domain.

○ Side benefit: this mechanism provides a way to specify redundancy and fallback CAs for each 
domain.



Refresher

draft-acme-client-autodiscovery

● Problem to be solved: As a domain owner, I would like to tell my CA the set of 
ACME account keys belonging to the ACME bots for my CSP; this needs an 
abstraction layer so that CSPs are free to add new keys / rotate keys 
dynamically.

● Core mechanism: 
○ As a CSP, I host a https://cspcorp.com/.well-known/acme-keys – a JWK bundle.
○ As a domain owner, I tell my CA that I authorize any ACME client with a key in 

https://cspcorp.com/.well-known/acme-keys to request certs for my domain.

https://cspcorp.com/.well-known/acme-keys
https://cspcorp.com/.well-known/acme-keys


Drafts looking for a new owner
● Drafts were initially driven by Entrust, who is no longer pursuing it.

○ I can stay as co-author for continuity, but I can’t lead.
● I have had a few people reach out to me since 122, however:
● Draft needs at least one each from the community of implementers:

○ ACME Bot maintainer
○ Cloud Service Provider

● The drafts are fairly mature, with some minor quibbling to do about whether 
the CSP or the domain owner is the “subscriber”, and who agrees to the 
TermsOfService. 

○ Also need running code.

● If we don’t get sufficient support to take over this pair of drafts, then I think 
they die.


