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● And I came across something
interesting…
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● Hypothesis:
○ Server→client flow
○ Malicious client
○ Server uses a loss-based

congestion control algorithm

Optimistic acknowledgment (OACK) attack:
send acknowledgments for packets not (yet) received
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● Hypothesis:
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○ Server uses a loss-based
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○ The client hides the losses!
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We took the 16 available QUIC implementations
from the QUIC Interop Runner
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We took the 16 available QUIC implementations
from the QUIC Interop Runner
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● 11 of them do not skip packet numbers
● Hence, vulnerable to the Optimistic ACK attack



We identified vulnerable implementations, let’s attack them

● Single machine virtual testbed
● Docker images from the QUIC Interop Runner
● Limit the traffic towards the client to 5 Mbps
● Measure the server’s transmission bit rate (TX) at its egress
● Transfer: max(600 MB, 60 s)
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ACK predictor: acknowledge d more packets in advance 
and increase d
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The “quality” of the attack varies across implementations
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The “quality” of the attack varies across implementations
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> 1.5 Gbps

> 2 Gbps > 100 Mbps

Our simple OACK predictor tricks the 
server into sending more quickly for

all the 11 vulnerable implementations



When performing the OACK attack, the client does not 
show malicious behavior

● The content of QUIC packets is end-to-end encrypted
● A middlebox cannot “see” the optimistic acknowledgments
● The middlebox can only see the traffic pattern of the client
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The client 
does not 

send more 
data with 
OACKs



We made real-network experiments “against” a real CDN

● With agreement of the CDN
● We host a website on the CDN to download images
● The CDN provides the network stack, DoS defense, …
● We limit the client’s (RX) throughput to 1 Mbps
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We increase by x100 the CDN bit rate with OACK
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Discussions with maintainers to prevent the OACK attack

● We contacted the maintainers of all vulnerable implementations
● Patched: go-x-net, ngtcp2, xquic (Alibaba), haproxy, quiche (Cloudflare)
● WIP: mvfst (Meta), nginx
● No answer: msquic (Microsoft)
● Aware but won’t correct it now: neqo (Mozilla), kwik, aioquic
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● Increasing the server’s bitrate by sending acknowledgments for packets (not 
yet) received

● RFC9000 provides a way to detect the attack but not widely implemented
● Discussions and fixes for several implementations + provided patch
● We focused on server → client flows with malicious client…
● … BUT it is independent of the direction and the application protocol

MAY is not enough! QUIC servers SHOULD skip PN

louis.navarre@uclouvain.be 
olivier.bonaventure@uclouvain.be 
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The optimistic acknowledgment is known in TCP
since 1999
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We made a 180-lines patch to quiche to protect against 
OACK
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We made a 180-lines patch to quiche to protect against 
OACK
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The server receives an ACK 
for a skipped packet number

Here we skip on average one every 
1024*128 packets, we can be more 
aggressive to detect it more quickly



The optimistic ACK attack in TCP:
well, yes, but actually, no

● Suggested fixes in the past,
no wide adoption

● Ongoing discussions
at the TCPM meeting this IETF!
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Discuss with that guy (from our 
team)!

(There are more stickers on its 
laptop now)



Real-network measurements of the OACK attack?

● We did measure the impact against a real network
● We could produce the attack

● However, we do not have any numbers on the appearance of this attack in the 
wild

● Maybe content providers have more insight?
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BBR is “less” predictable than CUBIC

● When the target implementation does check the ACK correctness
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BBR is “less” predictable than CUBIC

● When the target implementation does not check the ACK correctness
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Our simple optimistic acknowledgment predictor

● Send an ACK frame for every new
received packet (benign behavior)

● Acknowledge d more packets
than the packet number received

● Continuously increase the value of d
● Delay the attack

(attacking from the start is delicate)
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