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Introduction

• IoT growth demands scalable, secure onboarding
• Current solutions address either constrained or IP networks (not 

both)
• Our solution: Bridge both worlds with SCHC Zero + BRSKI
• LoRaWAN case study shows feasibility
• Goals: Interoperability, minimal configuration, security
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Related Work

• Autonomic Networking (ANIMA)
• Self-configuring, self-managing networks (RFC 8993, 8995)[1]
• BRSKI enables zero-touch secure onboarding[2]
• Establishes virtual out-of-band management plane (OAM)[2]

• IoT Onboarding Solutions
• Existing approaches (LoRaWAN, CoAP, CBOR) limited to closed domains[3,]
• Constrained BRSKI (cBRSKI) uses DTLS/CoAP but lacks compression [5,13]
• Research gap: secure, scalable onboarding from constrained → IP networks
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Proposed Framework

• Overview:
• Enables secure onboarding using SCHC 

rules + BRSKI
• Uses pre-installed certs, no runtime config 

needed
• SCHC Zero Context:

• Compresses SLAAC, M-Flood, UDP, 
TLS/DTLS from device startup

• Protocol Flow:
• NS → M-Flood → TLS → Voucher → EST
• Proxy relays messages to registrar

• Transport:
• DTLS/UDP recommended over TCP due to 

LoRaWAN constraints
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Discussion - SCHC Zero: Predefined Context Fields

• Messages & Fields Compressed:
• SLAAC: IPv6 & ICMPv6 headers
• M-Flood: IPv6 & UDP headers
• TLS / DTLS / EST: IPv6 & UDP headers

• Covers all BRSKI-related messages to 
support early device communication 
over LoRaWAN/IP.
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Discussion - SCHC Zero Compression Gains

• Header Size Savings (Top Chart):
• NS: 44B → 8B, M-Flood: 92B → 56B 

TLS/DTLS: 97B → 77B (up to 48% 
reduction)

• Packet Size (Bottom Chart):
• cBRSKI is often smaller than BRSKI

ex: EST Response: 4323B → 4283B
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Discussion - Onboarding Time Analysis

• Best Case (SF7):
• No DC → BRSKI: 0.13h, cBRSKI: 0.11h

1% DC → BRSKI: 7.84h, cBRSKI: 6.84h

• Worst Case (SF12):
• No DC → BRSKI: 5.18h, cBRSKI: 4.59h

1% DC → BRSKI: 506h, cBRSKI: 449h
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Future Work

• Implement framework on real LoRaWAN hardware
• Deeper security analysis and performance benchmarking
• Extend framework to other non-IP constrained networks (e.g., PPP, 

BLE)
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Autonomic Node Architecture
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SCHC
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BRSKI
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System Network Stack Design
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Message exchanges
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SCHC Zero Context
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SCHC Zero Context
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SCHC Zero Context
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