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Motivation: QUIC Tunnels for IP Privacy

* Threats to user privacy on the Internet: IP can be used as trackable identifier
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Motivation: QUIC Tunnels for IP Privacy

* Threats to user privacy on the Internet: IP can be used as trackable identifier
* Proxying and tunneling to hide endpoint IP addresses
* e.g., VPN, Tor
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Motivation: QUIC Tunnels for IP Privacy

* Threats to user privacy on the Internet: IP can be used as trackable identifier
* Proxying and tunneling to hide endpoint IP addresses
* e.g., VPN, Tor Vv

PN VPN Target
ient <« OpenVPN < >
Client p —Q—> Server P

* Today: Transport protocol QUIC provides advantages for tunneling
* Built-in encryption

* Faster connection setup

Stream-based multiplexing

Based on UDP » Optional unreliable congestion-controlled transport
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

Target
QUIC

UDP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

Target

UDP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target

* Tunnel = unreliable QUIC connection provides encapsulation and encryption
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

QUIC

O Target
U

>
DP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target

* Tunnel = unreliable QUIC connection provides encapsulation and encryption

* Tunneled UDP payload -

MASQUE encapsulation
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

O Target
U

>
DP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target

* Tunnel = unreliable QUIC connection provides encapsulation and encryption DATAGRAM
f
* Tunneled UDP payload » DATAGRAM frame » encrypted ﬁ
MASQUE encapsulation
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

© O

Target

QuUIC >

DP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target

* Tunnel = unreliable QUIC connection provides encapsulation and encryption DATAGRAM
f
* Tunneled UDP payload » DATAGRAM frame » encrypted » QUIC packet ﬁ
MASQUE encapsulation
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Background: QUIC-based MASQUE - Tunneling UDP through QUIC

© O

Target

Quic il >

DP

* UDP traffic tunneled via QUIC connection between MASQUE client and MASQUE proxy,
then forwarded to target

* Tunnel = unreliable QUIC connection provides encapsulation and encryption DATAGRAM
f
* Tunneled UDP payload » DATAGRAM frame » encrypted » QUIC packet e
* DATAGRAM: Congestion controlled — ACK-eliciting -

MASQUE encapsulation
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Multi-Hop MASQUE
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Multi-Hop MASQUE

* Client negotiates chain of proxies — nested tunnels

_ 7 Target
A » server
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Multi-Hop MASQUE

* Client negotiates chain of proxies — nested tunnels
: Target
N » server

* Apple feature “Private Relay” proxies all Safari web traffic through 2 MASQUE proxies

* Several privacy and performance aspects studied by previous work [Trevisan et al., 2022;
Zohaib et al., 2023]
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Multi-Hop MASQUE

* Client negotiates chain of proxies — nested tunnels

Target
N » server

* Apple feature “Private Relay” proxies all Safari web traffic through 2 MASQUE proxies

* Several privacy and performance aspects studied by previous work [Trevisan et al., 2022;
Zohaib et al., 2023]

* Our investigation:
* Generic multi-hop MASQUE performance independent of Apple’s infrastructure, and

* With more than 2 proxies, e.g., to reduce collusion-risk for a stricter privacy use case
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
O data
-
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
@ O data
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
@ @ O data
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Analysis: Nested ACKs

Client @ Proxy 1 Proxy 2 Proxy 3 Server
@ @ O data
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Analysis: Nested ACKs

Client @ Proxy 1 Proxy 2 Proxy 3 Server
@ O data

-

—» ACK

\< ACK
T ACK
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Analysis: Nested ACKs

Client @ Proxy 1 Proxy 2 Proxy 3 Server
@ O data

-

—» ACK
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Analysis: Nested ACKs

Client @ Proxy 1 Proxy 2 Proxy 3 Server
@ O data
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—» ACK

> A
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server

T ACK
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server

T ACK
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server

T ACK
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
T ACK
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server

ACK —
ACK
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Analysis: Nested ACKs

Client Proxy 1

ACK

ACK

ACK

Proxy 2
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Analysis: Nested ACKs

Client Proxy 1 Proxy 2 Proxy 3 Server

ACK —
ACK
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Analysis: Nested ACKs

* Problem Summary: Encapsulated ACKs become ACK-eliciting themselves.

» Effect escalates with multiple nested tunnels » many ACKs-of-ACKs
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Analysis: Nested ACKs

* Problem Summary: Encapsulated ACKs become ACK-eliciting themselves.

» Effect escalates with multiple nested tunnels » many ACKs-of-ACKs

* Worst-case impact: Exponential increase (base 2) of ACKs with increasing hops

» With ACK aggregation: function flattens
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Analysis: Nested ACKs

* Problem Summary: Encapsulated ACKs become ACK-eliciting themselves.

» Effect escalates with multiple nested tunnels » many ACKs-of-ACKs

* Worst-case impact: Exponential increase (base 2) of ACKs with increasing hops

» With ACK aggregation: function flattens

MASQUE ACK aggregation \

e Decrease ACK frequency

* Increase packetization efficiency
* Mechanism: Delay ACKs until more data to send/ack
\\ » Limits: Max. ACK delay, max. ACKed range j
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Measurement Setup

Base delay: 25 ms

AN
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Container

Container
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Measurement Setup

Base delay: 25 ms

AN
Ll

Container

Container

* Separate Docker container for each endpoint

* 0 -4 proxies

: UNIVERSITAT
8 Kathrin Elmenhorst (()‘Y(()‘ @OSN ARUCK Rwlﬁ\?egg%\l




Measurement Setup

Base delay: 25 ms

A
\ 4

15 ms
Container Container Container Container
* Separate Docker container for each endpoint
* 0 -4 proxies
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Measurement Setup

Base delay: 25 ms

A
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Container Container Container Container Container Container

* Separate Docker container for each endpoint

* 0 -4 proxies
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Measurement Setup

Base delay: 25 ms

A
\ 4

Container Container Container Container Container Container

Separate Docker container for each endpoint

* 0 -4 proxies

Delay: 25 ms end-to-end
Bandwidth: 10 / 50 Mbps bottleneck at client
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Measurement Setup

Base delay: 25 ms

A
\ 4

Container Container Container Container Container Container

Separate Docker container for each endpoint * 2 QUIC stacks: aioquic, Chromium

* 0 -4 proxies

Delay: 25 ms end-to-end
Bandwidth: 10 / 50 Mbps bottleneck at client
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Measurement Setup

Base delay: 25 ms

i N
Y »
5 ms 5ms 5ms 5ms 5 ms
Container Container Container Container

* Separate Docker container for each endpoint * 2 QUIC stacks: aioquic, Chromium
* 0 -4 proxies * Each run: Request 2 MB file via HTTP/3
* Delay: 25 ms end-to-end from target through proxies; 50 repetitions

Bandwidth: 10 / 50 Mbps bottleneck at client
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Measurement Result: Nested ACK Overhead

I 10 Mbps, aioquic 50 Mbps, aioquic
0 10 Mbps, Chromium 50 Mbps, Chromium
904 Total
157
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Measurement Result: Nested ACK Overhead
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0 10 Mbps, Chromium 50 Mbps, Chromium
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Measurement Result: Nested ACK Overhead

I 10 Mbps, aioquic 50 Mbps, aioquic
0 10 Mbps, Chromium 50 Mbps, Chromium
904 Total
157
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Measurement Result: Nested ACK Overhead

I 10 Mbps, aioquic 50 Mbps, aioquic
0 10 Mbps, Chromium 50 Mbps, Chromium
90- Total / Mitigation approaches:
i’ 1. ACK aggregation:

p—
ol
1

Delayed ACKs (RFC 9000)

ACK » on tunnel connections
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Measurement Result: Nested ACK Overhead

I 10 Mbps, aioquic 50 Mbps, aioquic
0 10 Mbps, Chromium 50 Mbps, Chromium

/~ N\

Total / Mitigation approaches: \

)
<

¢' 1. ACK aggregation:
Delayed ACKs (RFC 9000)

ACK » on tunnel connections
3 2. ACK elimination:
II Non-ACK-eliciting DATAGRAMs
1 2 3 4

Number of MASQUE proxies

p—
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* !'Requires disabling of tunnel
congestion control
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Non-ACK-eliciting DATAGRAM
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Client Proxy 1 .‘: Proxy 2 :

Proxy 3

O data

Server
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Mitigation Results

= aioquic Chromium
< 20l Naive 17 DACKs (0.75 RTT)
S 187 DACKs (0.25 RTT) 1M DACKs (1.0 RTT)
519] DACKs (0.5 RTT) M No ACK
>
é 12+ -
107 .
< s |
(L 6 .
2 g4 i
@
A 21 :
< 0- _
= 1 2 3 4 1 2 3 4
Number of MASQUE proxies
Focused on 10 Mbps scenario where
the overhead was highest before.
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Takeaways and Future Work
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Takeaways and Future Work

Encapsulation makes
ACKs ACK-eliciting
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Takeaways and Future Work

Worst-case impact

Exponential increase
of ACKs with the
number of proxies

Encapsulation makes
ACKs ACK-eliciting
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Takeaways and Future Work

Worst-case impact

Exponential increase
of ACKs with the
number of proxies

Encapsulation makes
ACKs ACK-eliciting

Practical impact

i ‘ 10
\ 5
| i

13 % ACK overhead
with 4 proxies
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Takeaways and Future Work

Worst-case impact

Exponential increase
of ACKs with the
number of proxies

Encapsulation makes
ACKs ACK-eliciting

Mitigation potential

Practical impact

10
b

13 % ACK overhead
with 4 proxies

++ ACK aggregation
on MASQUE
tunnel connections
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Takeaways and Future Work

Worst-case impact

Exponential increase
of ACKs with the
number of proxies

Encapsulation makes
ACKs ACK-eliciting

-

Mitigation potential

Practical impact

i B ‘ 10
| B
| 1

13 % ACK overhead
with 4 proxies

++ ACK aggregation
on MASQUE
tunnel connections
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Potential traffic analysis
attack against ACK
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Appendix: Formalization of worst-case overhead

Recursive definition:

ar(O)Z%

ar(n):ar(n—1)+%-(1+ar(n—1))

Closed-form definition:

n

fim=L3 141y

i=0

Without innermost end-to-end ACKs:

n

fn)=23 (143)

Without ACK aggregation, i.e., r = 1:
fl(n):z 2
i=1
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Appendix: Impact of ACK delay on download completion time

aioquic | Chromium
28 - Naive AR DACKs (0.75 RTT)
Eg DACKs (025RTT) || | IEDACKs (1.0 RTT)
5 1DACKs (0.5 RTT) | . I No ACK
KoR= %‘ T H %“ 2200=
=25 & :
S o | oi 21001 =
- Z. i Z. i =
22y 1] ,\__S
N Q \!, = \!, ——
1 2 3 4
Number of MASQUE proxies
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Appendix: Privacy Implications

16000 -
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Packet size frequencies for
smaller packets measured
at first link (all tunnels).

10 Mbps scenario, Chromium
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