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What is anycast?

Anycast is the geographical distribution of 

Internet services

• Achieved by announcing IP addresses at multiple locations

• Widely used to provide resilience, reduce latency, …

• Examples include

• Content Delivery Networks (CDNs)

• Critical infrastructure (e.g., DNS)
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What is anycast?

Cloudflare’s global network
https://www.cloudflare.com/en-gb/network/01/10



Motivation

• Anycast is one of the most effective distribution and resilience techniques

o Used for critical Internet services (e.g., DNS)

o Deployed by CDNs for low-latency, reliability, ..

o DDoS mitigation (used to provide DDoS protection services)
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Motivation

• Anycast is one of the most effective distribution and resilience techniques

o Used for critical Internet services (e.g., DNS)

o Deployed by CDNs for low-latency, reliability, ..

o DDoS mitigation (used to provide DDoS protection services)

o Due to anycast opaqueness, a census is needed

o Knowing what is anycast (and where it is located) is useful for

o Making better Traffic engineering decisions

o Troubleshooting network problems

o Resilience assessment of third parties

o Assessing location of services (e.g., GDPR compliance)
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State of the art

• Current anycast geolocation dataset manycast.net [1] 

03/10 [1] https://arxiv.org/abs/2503.20554



State of the art
Methodology

• Uses iGreedy [2] to geolocate anycast

• Speed-of-light in fibre optics and latency 

measurements

• Geolocates using minimum set of 

overlapping circles

• Infers the anycast site to be at the largest 

metropolitan city

near proximity (e.g., regional anycast)
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State of the art
Methodology

• Uses iGreedy [2] to geolocate anycast

• Speed-of-light in fibre optics and latency 

measurements

• Geolocates using minimum set of 

overlapping circles

• Infers the anycast site to be at the largest 

metropolitan city

• However…

• Latency measurements are noisy

• Known to suffer with anycast sites in near 

proximity (e.g., regional anycast)
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Improving the state-of-the-art
methodology

• Traceroute is used to improve unicast geolocation

• Can it improve anycast geolocation?

• Our approach uses ‘latency neighbors’ [3]

• Latency neighbors are near the anycast site reached

• Geolocate latency neighbor using Hoiho/IPInfo -> infer anycast site location

              
05/10 [3] https://doi.org/10.1145/3442442.3451888



Measurement campaign

• Measurements performed using CAIDA’s Archipelago

• 274 VPs inside 66 distinct countries covering 178 unique ASes

• Targets 13,765 anycast /24s from census

• Totaling 3.4M traceroutes

• Side-to-side comparison with state-of-the-art (iGreedy) using the same VPs
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Results
Is it more accurate?

• Accuracy assessment using root-letter deployments

• Large variety in deployment sizes and distribution

• Ground-truth available (root-servers.org)
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Results
Is it more accurate?

• Accuracy assessment using root-letter deployments

• Large variety in deployment sizes and distribution

• Ground-truth available (root-servers.org)

• TR1 = Traceroute methodology, GCD = iGreedy

• Takeaways:

• Traceroute achieves higher enumeration

• * but suffers from overcounting

• Traceroute achieves higher accuracy

(median error 21km against 51km)
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Results
When does it find more?
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Results
When does it find more?

              
08/10

• Takeaways

• Small deployment: No

• Large deployments: Yes

• Exception being Amazon due to tunneling



Results
What is the probing cost?
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Results
What is the probing cost?

• Takeaways

• Probing cost can be reduced by limiting traceroutes

• Final cost 4X that of iGreedy
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Discussion and future work

• Traceroute methodology outperforms iGreedy

• Both in enumeration and geolocation accuracy (mean error 26km compared to 51km)

• However, 4x probing cost makes it unattractive as a census technique

• Suffers from overcounting in rare cases

• Future work

• Run methodology using historical traceroute datasets

• Detect causes of sub-optimal anycast routing

• Traceroute dataset, code, and more details available in the paper
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Appendix slides

              



Inferring site reached
Is the p-hop method valid?

• Previous work has used p-hop as a proxy of the anycast destination reached

• Results show that this is a valid approach

• 95% of distant p-hops within 100km of a nearby anycast site

              



Opaqueness

Anycast is opaque

• Unknown whether an address is unicast or anycast

• Unknown where anycast addresses are announced

• Commercial IP to location datasets return a single location
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Anycast is opaque

• Unknown whether an address is unicast or anycast
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Opaqueness
ipinfo.io



Opaqueness
maxmind

Anycast is opaque

• Unknown whether an address is unicast or anycast

• Unknown where anycast addresses are announced

• Commercial IP to location datasets return a single location
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