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* Make contact exchange easier
* DNS Handle @phill.hallambaker.com
* QR Code / NFC

e Support End-2-End Security

e Capture contact exchange context
« S/IMIME, OpenPGP, SSH, Code Signing, etc

e Support automatic contact updates
* Preserve contact exchange security
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Background - JSContact

e JSContact — vCard in JISON
e Already working with CALSIFY

* Needs some tweaks
 OpenPGP keys are used for much more than SMTP

* How to express SSH keys, GIT, Code Signing, etc.
* Need interaction with other WGs
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Background - EARL

* A URI with a multipurpose key:

* jscontact://example.com/eluv-woab-g7ih-onix-ybns-qdxk-rzqgs

e Extract locator using Digestl(key)

* https://example.com/.well-known/earl/-utAO8lYsdcamVGk2W15P
CLDAFTIHL/MIWCWQ-s9qYU

e Decrypt result with
* Digest2(key)

* Verify that
e Digest3(plaintext) = key
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https://example.com/.well-known/earl/-utAO8IYsdcqmVGk2W15PCLDAFT1HL7MfWCWQ-s9qYU
https://example.com/.well-known/earl/-utAO8IYsdcqmVGk2W15PCLDAFT1HL7MfWCWQ-s9qYU

Background - Envelope

* Four Buckets of Binary
* Unauthenticated Header (JOSE Signature algorithm(s))
* Authenticated Header (Content Metadata)
* Payload (e.g. a JSContact)
* Trailer (JOSE Signature value(s))

e Use existing components
* JOSE for signature
* QUIC varints to delineate buckets

* [Could be easily extended to encryption] o
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Hoped dispatching outcome

* Dispatch to WG

e JSContact Extensions to CALSIFY
 Solicit input/review from other WGs

* EARL to JOSE

* Envelope format is analogous to JWT
 EARL is a URI with some cryptography
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