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Synchronizing caches of DNS resolvers

Goal : ● Share cache entries between a network of
cooperating and mutually trusting DNS resolvers

Why? ● Decrease latency to the stubs
● Decrease traffic to the auths
● Greener

How? ● By distributing resolution results to other resolvers
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Suppose resolvers at a pop of an anycast network 



Synchronizing caches of DNS resolvers
➀ Stub queries one of the resolvers in the set

(if in cache, immediate response)
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➁ If not in cache, the resolver starts working on the query
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➂ If the work is done: Store response in cache, answer stub
     and … send the response to the other resolvers
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➂ If the work is done: Store response in cache, answer stub
     and … send the response to the other resolvers

How?
● Just as DNS response
● Maybe TSIG signed
● Maybe over multicast



Synchronizing caches of DNS resolvers
Good start/building block for quick Cache Warmup
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● Current co-authors nice mix of
operators and Open Source resolver implementers
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● Good progress on the Unbound implementation already
https://github.com/NLnetLabs/unbound/pull/1250

● How about it?
Good idea? Bad idea? Wanna work on this?
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