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Status

WG adoption requested at the CoRE WG
e 22nd July

* In-room WG adoption poll results:
13 in favor
* 0 against

* Document currently in “Call for Adoption” state
* Open confirmation call on the CoRE WG mailing list
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4.3. Payload-length option

* Indicates the CoAP message payload size

* Allows message aggregation, over various
transports

— Aggregate message: a concatenation of Single messages that carry
the Payload-length option

 OSCORE-protected CoAP message and Payload-
length:

e 1st: the OSCORE message is created based on the
CoAP message (RFC 8613)

e 2nd: Payload-length option is inserted in the
OSCORE message

— The payload size indicated by Payload-length option is
the OSCORE message payload size



9.3. Proxy operation and message
aggregation

* A proxy that supports message aggregation
disaggregates a received Aggregate message

 Then proceeds “normally” (as in RFC 7252)

* A proxy MAY aggregate messages destined for
the same endpoint

Hmmmm———- + Fmmmmmmm e +

|Client 1| <---+ +----> |Origin server X|

+-----m-- + e + e et +
+----> | | <----+

+-------- + | | Fmmmmmmmm e — o +

|Client 2| <-------- > | proxy | <--------- > |Origin server Y|

e + | | O T T +
+----> | | <----+

Hmmmm———- + Fmm————- + Fmmmmmmm e +



13. Implementation Status
* As recommended by RFC 7942

e Section to be removed before eventual publication

 13.1. Space CoAP

* Organization: UPC (Main people: M. Karpov, A. Calveras)

* Scenarios with and without proxies supported, based on
aiocoap (CoAP) and uD3TN (BP)

 Compliant with draft-gomez-core-coap-bp-03
* Level of maturity: research

* Details and GitHub links in the draft
— Demo video: https://github.com/ENTEL-WNG/CoAPoverBP-proxy-version

e 13.2. Other implementations

 taraCoAP, BoAP
 Priorto this I-D



Thanks!
Questions? Comments?

Carles Gomez
Anna Calveras

Universitat Politecnica de Catalunya

IETF 123 Madrid, DTN WG, July 2025



Annex: implementation main characteristics

* Two proxy and one non-proxy scenario
* CoAP Client and Server with multiple Bundle Nodes
* Contact plan scheduling for delay simulation

* Persistent storage on bundle node with bundle decision
maker

*PUT, POST, GET, DELETE methods
*NON and CON message handling

* Hop-based token and MID matching. Round Trip is
Piggybacked for simplicity

'dExt]getnded Message ID to 24 bit and Timers according to IETF
ra

* Message aggregation and payload_length option field
* Space CoAP Lua dissector
* CoAP over Bundle URI Scheme



Non-Proxy Scenario

Topology and Logic

Node A Node C Node D Node B
coap://fa.dtn.arpa/ coap://b.dtn.arpa/
} : — + — + : }
| CoAP Client | < | SQLLite| < | | < | CoAP Server |
} : | BDM | | | | }
| BP | = | BP | = | BP | > | BP |
} : — + — + : }

|
[Create CoAP Msgs]
[MID: @xbc9®, TKN:0x31]
[Buffering + Aggregation]

|
[Send Aggregated Bundle] ——

[Forward Bundle]——=|
[Forward Bundle] ———=

[Extract CoAPs]
[MID:0xbc9@, TKN:0x31]

[Handle at Ressourcel

I
[Send CoAP Responses Back via Bundle]
< [MID:@xbc9@, TKN:0x31]




CoAP over UDP/BP Proxy Scenario

Topology and Logic

CoAP Client Mode A Mode C Node D Node B CoAP Server

coap: ffa.dtn.arpa/ coap://b.dtn.arpa/
+—t +—t +—t +: +—

| CoAP | = | CoAP Proxy | = | 5QLLite| = | | = | CoAP Proxy | = | CoAP |

| upe | = | UDP | BP | - | BP | = | BP | = | BP | UDP | - |  UDP |

I I I I I I
[Create CoAP Msgs] [ [ | |
[MID:Bxbc90, TEN: Bx31] | | I |
| | | | |
[Preserﬁe MID and Token]
[MID:@xbcod, TEM: 0x31]

|
[Send CoAP Msgsl

[Set Fay{uad Length] [ | |

|
[Buffering + Aggregation]
[MID:@x5c40, TKN: 0xE7]

I I

= I
[Ferward Bundle] = |
[ Forward Bundle]l—:=|

[Extract CoAPs]

[ |
[Send Aggregated Bundle]
|
|
[MID: Bx5c4d, TEN: 0x87] |
|
|
|
|
|

[Preserve MID and Token]
[MID: Bx5c4d, TEN: 0x87]

[MID:0xT7ald, TEN: 0x44]
| [Handle at Ressource]
|

=

I
[ [Send CoAP Responses Back]
| s——— [MID: @x23bc, TKN: 8x44]

|
|
|
|
|
|
|
|
|
|
|
|
|
[ [Match orig. MID and Token]
|

|
[
|
|
|
|
[
|
[
|
|
| I

| I

| I

| I

| | i

| | [Dispatch to Server]
| I

| I

| I

| I

| I

| I

| I

[

I
I
I
I
I
I
I
I
I
[
I
[
|
[Match orig. MID and Token] | [Send back CoAP Response via Bundlel

|
[Rec. Response]=——/I[5end CofP Response]=——[Forward Bundle]<—[Forward Bundle]= [MID:Bx5c4d, TEN: 0x87]
[MID:Bxbco@, TEN: Bx31]




CoAP over BP Proxy Scenario
Topology and Logic

Node A Node C MNode D Node B
coap:/fa.dtn.arpas coap://b.dtn.arpas
} _—— 3 S N —_ + + }
| CodAP Client | = | SQLLite| = | CoAP Proxy | = | CoAP Server |
} —_— 4 | BDM | — + + }
| BP | = BP | = | BPF | BPF | = BP |
} —_— 3 ———— e T + + }

|
[Create CoAP Msgs]
[MID:®xbc9®, TKN: Bx31] |

|
[Buffering + Aggregation]

[Send Aggregated Bundle]l———=| | |
[ Forward Bundle] = |
[Extract CoAPs]

—

|
| | [Preserve MID and Token] |
[MID:@xbc%@, TEN: Bx31]

|
[Encapsulate CoAPs]
[MID:@x5c4@, TKN: 8x87]

|
[Forward Bundle] —————=

|
| I | [Extract CoAPs]
[MID:@x5c4@, TKN: 8x87]

| | [Extract CoAPs] [Handle at Ressource]
| | [Match orig. MID and Token] |
| [MID:@xbc®, TKN: 0x31] |
[Rec. Responsel<=-[Forw. Bundle]<-[Send CoAP Responses Back via Bundlel<=-[Send CoAP Responses Back via Bundlel

[MID:@x5c48, TEN: 8x87]
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Main mod

Changes to aiocoap library according to draft-gomez-core-coap-bp-03
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Main modifications

Changes to aiocoap library according to draft-gomez-core-coap-bp-03

Area

Original CoAP Behavior

Modification

Reason / Benefit

Message ID Range

16-bit MID (0..65535)

24-bit MID (0..16777215)

Support more concurrent exchanges, fewer MID
collisions in challenged environments.

Message Header Parsing

2 bytes for MID

Adjusted to accommodate 24-bit MID, MID parsing
changed to 3 bytes

Maintain compatibility with the expanded MID range.

Option: Payload Length

Not present

New option PAYLOAD_LENGTH = 65000

Supports message aggregation. (Used to determine,
where the next COAP message starts in an
aggregated bundle).

[Transport Parameters:
ACK_TIMEOUT

2 seconds

2642 seconds

Finetuned retransmission timing for challenged
environments.

Transport Parameters:

ACK_RANDOM_FACTORl'S 1.0 Set to minimum.

[Transport Parameters: 4 retries O retries Disable retransmissions entirely for very lossy links
MAX_RETRANSMIT where repeated transmission is impractical.
[Transport Parameters: 100 seconds 10000 seconds Supports long network delays in challenged

MAX_LATENCY

environments.

\Wire Inspection

Standard CoAP
\Wireshark dissector

Custom Lua dissector for Space CoAP (24-bit MID

support and payload_length option)

Enables packet inspection and validation of modified

Space CoAP traffic.




Video Scenario Detalls

*Creation of new resource as a
single sent CoAP message over
Bundle
*PUT method used to send 4
temperatures to a temperature
resource
*The 4 messages are
aggregated and transmitted in a
single bundle from node A to
node B
*Node A is responsible for
aggregation and Node B for
disaggregation and dispatch to
CoAP server
*Both Nodes A and B are
responsible for token matching
on their ends and with each
other
*Persistent storage on Node C
with sglite and bundle decision
maker

CoAP Client Node A
coap://a.dtn.arpa/

Fmm + + +
| CoAP | < | CoAP Proxy |
Fm—————— + t +
| upP | |

> | UDP | BP

. L Schedule (Offset, Period, Connect via
Config Socket Destination Lifetime) Reaches TCPCLV3
ud3tn-a.aap2.socket [dtn://c.dtn/ 1s offset, .6095 period, dtn://b.dtn/, dtn://d.dtn/ localhost:4226
100000s lifetime
. 30s offset, 600s period, ) .
ud3tn-c.aap2.socket  [dtn://d.dtn/ 100000s lifetime dtn://b.dtn/ localhost:4227
. 1s offset, 600s period, ) .
ud3tn-d.aap2.socket [dtn://c.dtn/ 100000s lifetime dtn://a.dtn/ localhost:4226
. 1s offset, 600s period, . . )
ud3tn-d.aap2.socket [dtn://b.dtn/ 1000005 lifetime (explicit dtn://b.dtn/rec) localhost:4225
. 1s offset, 600s period, - . .
ud3tn-c.aap2.socket [dtn://a.dtn/ 100000s lifetime (explicit dtn://a.dtn/rec) localhost:4224
ud3tn-b.aap2.socket [dtn://d.dtn/ 1s offset, .60(.)3 period, dtn://c.dtn/, dtn://a.dtn/ localhost:4227
100000s lifetime
Node C Node D Node B CoAP Server
coap://b.dtn.arpa/
F—————— + Fmm—————— + + + to————— +
| SQLLite| < | | < | CoAP Proxy | < | CoAP |
| BDM | | | t } e +
> | BP | > | BP | > | BP | UDP > | UbP |

—————— + +

ot —
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