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Recap: EAP-PPT
Problem statement: 

- Identity can be used by networks (service providers) or AAA (identity providers) to 
share personal information, track location and monitor activities 


- Privacy can be compromised intentionally or unintentionally through attributes such 
as Chargeable-User-Identity, Location Information attributes, NAS Identifiers, ….


Objectives:  
- Anonymous access to public and private networks


- Privacy protection against active & passive attackers, Network service providers & 
Identity providers



Recap: EAP-PPT
Solution 

- Leverage an identity-free credential: Carry an attestation instead of an identity


- Double-blind method: Ensure unlinkability between credential issuance and verification

Serveranonymous credentialclientcredentialissuer

Step 1: issuance - 
Issuer signs based 

on attestation

Step 2: verification - 
verify attestation based 

on issuer signature

EAP-PPT



Status & next steps
Status: 

- First draft (draft-sawant-eap-ppt) posted 2024-07-03 


- Presented draft to EMU and PrivacyPass WGs @IETF120 (Vancouver 2024/08)


- Incorporated EMU WG member pre-adoption feedback (draft 01 & 02)


- Adopted by EMU WG 2024/06


Next steps:  
- Now that draft has been adopted, request review & feedback from WG members on 

the document


- IANA registrations and considerations



Thank you!


