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IETF Hackathon - DNS

Synchronizing caches of DNS resolvers
● draft-bortzmeyer-dnsop-poisonlicious

(Willem Toorop)
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https://datatracker.ietf.org/doc/draft-bortzmeyer-dnsop-poisonlicious/
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Synchronizing caches of DNS resolvers
● draft-bortzmeyer-dnsop-poisonlicious
● Keep all caches hot, latencies low
● Less traffic to the auths (green)
● With export, mechanism to fill cold caches quickly
● Will be presented in dnsop coming Friday
● Implementation in Unbound (Willem Toorop)

https://github.com/NLnetLabs/unbound/pull/1250

https://datatracker.ietf.org/doc/draft-bortzmeyer-dnsop-poisonlicious/
https://github.com/NLnetLabs/unbound/pull/1250
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Generalized NOTIFY
https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-generalize
d-notify-09

- Currently in RFC Editor Queue

Python implementation of tools to generate NOTIFY messages 
(CDS, CDNSKEY) to dispatch them to a specified destination, 
either specified explicitly, or by looking up the associated DSYNC 
record. (Shumon Huque)

https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-generalized-notify-09
https://datatracker.ietf.org/doc/html/draft-ietf-dnsop-generalized-notify-09
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BIND 9 since last Hackathon
• Implemented PRIVATEDNS and PRIVATEOID as of BIND 

9.21.10  with fully worked examples for RSASHA256 and 
RSASHA512 using PRIVATEOID

• Implemented test code for 
draft-andrews-ds-support-for-private-algorithms

• Implemented deprecated notifications for RSASHA1 and 
RSASHA1NSEC3 and DS digest type SHA1 as of BIND 
9.18.39, 9.20.12 and 9.21.11

• Support for Key Tag ranges when generating new DNSKEYs 
draft-huque-dnsop-keytags 

https://datatracker.ietf.org/doc/draft-andrews-ds-support-for-private-algorithms/
https://datatracker.ietf.org/doc/draft-huque-dnsop-keytags
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DELEG

● DELEG package for Net::DNS version 1.51_02
See: https://www.net-dns.org/docs/Net/DNS/RR/DELEG.html
(Dick Franks)

● Preparing NS1 for DELEG
with help from DELEG enabled ldns
(Shane Kerr)

https://www.net-dns.org/docs/Net/DNS/RR/DELEG.html
https://github.com/NLnetLabs/ldns/pull/272
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Opportunistic Transport Signaling
• Mechanism for auth servers to announce support for DoT, DoQ, 

DoH to resolvers
• draft-johani-dnsop-transport-signaling
• Added support for

– sending the EDNS(0) OTS Option to experimental resolver 
enabling both OPT-IN (“please send the DNS transport signal 
if possible”) and OPT-OUT (“please don’t”)

– parsing the EDNS(0) OTS Option to our experimental 
authoritative server

• https://github.com/johanix/tdns

https://datatracker.ietf.org/doc/draft-johani-dnsop-transport-signaling/
https://github.com/johanix/tdns
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Wrap Up
Team members:

Mark Andrews

David Blacka

Karl Dyson

Dick Franks (remote)

Shumon Huque

Shane Kerr

David Redekop

8

Johan Stenstam

Peter Thomassen

Willem Toorop

Ulrich Wisser

Many more…..


