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Hackathon Plan

2

The Problem

The idealized RATS model hides a lot of real-
world complexity and fragmentation

The Objective

Show that CoSERV can form the basis of a 
common endorsement distribution interface 
for the industry

The Draft

draft-howard-rats-coserv

The Codebase

https://github.com/veraison

https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://datatracker.ietf.org/doc/draft-howard-rats-coserv/
https://github.com/veraison
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Veraison Service

What Got Done
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GET https://<veraison-host>:11443/endorsement-distribution/v1/coserv/<base64-encoded-coserv-query>

NVIDIA RIM 
Service

AMD Key Distribution 
Service

https://github.com/veraison/services/tree/coserv

$>
Test Scripts

Endorsement Distribution 
Endpoint

Veraison Internal Database
• Trust Anchor Store
• Reference Value Store

Plugins Proxy Plugins

AMD KDS APINVIDIA RIM API

Veraison Stare 
Queries

ACHIEVED: Demonstrated a single, common 
API and query language to distribute 
endorsements and reference values from 
multiple real-world supply chain sources

NEW

NEW

https://github.com/veraison/services/tree/coserv
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What We Learned

• It is feasible to use CoSERV as the basis of a common 
endorsement distribution API in the real world

• Stateful attester environments are important (eg. AMD 
TCB versions)

• Go corim library lacks some APIs for querying the 
content of measurements (issues raised)

• CoSERV draft will be proposed for RATS WG adoption
in the session on Wednesday afternoon
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Wrap Up
The Team
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Paul Howard
(new participant)

Thomas Fossati Yogesh Deshpande
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