Secure zero-touch association for hundreds of micro-robots
using Lightweight Authorization over EDHOC

LAKE-WG + robotic swarms = fun!

geovane.fedrecheski@inria.fr

.} OpenSwarm
IETF 123 2025 | Madrid, Spain | July, 19, 2025 5



Problem #1: about security

Manual enrollment of devices in massive loT deployments

Industrial loT Large-scale robotic swarms Smart Dust

* Smart dust particles

smartdust on a finger

Al-generated https://news.harvard.edu/gazette/story/2014/08/the-1000-robot-

swarm/ https://news.berkeley.edu/2016/08/03/sprinkling-of-
neural-dust-opens-door-to-electroceuticals/

Requirements: automated, secure, lightweight 2



Solution #1: Lightweight Authorization over EDHOC (ELA)
(draft-ietf-lake-authz)
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_

previous relation (manufacturer)

https://datatracker.ietf.orqg/doc/draft-ietf-lake-authz/



https://datatracker.ietf.org/doc/draft-ietf-lake-authz/

Problem #2: connecting a swarm of micro-robots . &

DotBot
(NRF5340)




Solution #2: Micro-robot Access Radio Infrastructure (Mari)

e TSCH network
e multiple gateways
e nodes move and

perform fast handover

e per node uplink

o ~10 Kbps*
e aggregate downlink
o ~200 Kbps*

- responsive swarm control

‘ - fast OTA updates
. D/[ Network Server]

testbed user and Ul

IP-based backbone

Gateways
non-synchronized:
easy setup

Swarm with
hundreds of

micro-robots
e.g. 100 per gateway

TSCH network 1.5 ms slots avg. 25 to 120 ms handover time:
BLE 2 Mbps PHY <5 us sync drift up/down tx delay 40msto2s



Mari network implementation

Bare-metal custom link layer
on top of BLE radio
® throw away the whole
BLE Host+Controller stack!

Missing secure association

;

S

come see it
tomorrow at
HackDemo Happy
Hour!

Demo setup:

1 gateway (nRF5340)
40 nodes (nRF53840)
Network formation time ~5 s

~125 packets / s
Y




The Plan

Secure association of
Mari Nodes via ELA*

* Lightweight Authorization over I!/
EDHOC (draft-ietf-lake-authz)
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The Result

Secure association of
Mari Nodes via ELA* ['4

e node sends m1 over
JoinRequest

e (Gateway requests Voucher
to Server

e (Gateway receives the
Voucher, prepares m2

e TODO: send m2 to node,
handle m3

* Lightweight Authorization over
EDHOC (draft-ietf-lake-authz)

node

gateway




The Result

Secure association of
Mari Nodes via ELA*

e node sends m1 over
JoinRequest

e (Gateway requests Voucher
to Server

e (Gateway receives the
Voucher, prepares m2

e TODO: send m2 to node,
handle m3

* Lightweight Authorization over
EDHOC (draft-ietf-lake-authz)

m—— -’}.' 1) -/o otbet-authority ))) python dotboe_authority)
atn.py

[Helcane to the Dotdot Authority. . ]

toned,
Crphamer Bt 2025-07-20709:42:34. 5616907 [info 1 Startiag web server

e e T B e o ek

(.venv31il) python examples/mari_edge.py
Connected to gateway on port /dev/ttyACMO
Node trying to join: Frame(header=Header(version=2, type_=JOIN_REQUEST, network_i1d=0x07
destination=0x84951b1f317b8e74, source=0xf1dce7b18bc811a0), payload=bytearray(b'\xf5\x0
\x82\xd2\x8bJ1_\xd7%| \xce\xd8(&\x8ak\xf3\x8f,\x1fQ\xfo\x0c\x08;6\x8c\x9c\xbe@k\xb4\x0c,
X&x\x16http://localhost:18000M\xe1\xd4\x98SG{\rI;\x85\xa7\xd1]\x00\x00\x00"))
edhoc_message_1: 03 02 58 20 82 D2 8B 4A 6C 5F D7 25 7C CE D8 28 26 8A 6B F3 8F 2C 1F 5
9C BE 40 6B B4 0C 2C 20 58 26 78 16 68 74 74 70 3A 2F 2F 6C 6F 63 61 6C 68 6F 73 74 3A
E1 D4 98 53 47 7B OD 49 3B 85 A7 D1 5D 00 00 00 ead_1: 58 26 78 16 68 74 74 70 3A 2F 2F
6F 73 74 3A 31 38 30 30 30 4D E1 D4 98 53 47 7B OD 49 3B 85 A7 D1 5D 00 00 00
Requesting voucher: http://localhost:18000/.well-known/lake-authz/voucher-request 81 58
D2 8B 4A 6C 5F D7 25 7C CE D8 28 26 8A 6B F3 8F 2C 1F 51 FO 0C 08 3B 36 8C 9C BE 40 6B
78 16 68 74 74 70 3A 2F 2F 6C 6F 63 61 6C 68 6F 73 74 3A 31 38 30 30 30 4D E1 D4 98 53
A7 D1 5D 0O 0O A
Got an ok voucher response: 82 58 51 03 02 58 20 82 D2 8B 4A 6C 5F D7 25 7C CE D8 28 26
51 FO OC 08 3B 36 8C 9C BE 40 6B B4 0C 2C 20 58 26 78 16 68 74 74 70 3A 2F 2F 6C 6F 63
3A 31 38 30 30 30 4D E1 D4 98 53 47 7B 0D 49 3B 85 A7 D1 5D 00 00 00 49 48 D3 4E 5E C5

ead_2: 48 D3 4E 5E C5 03 88 D3 BO

message_2: 58 95 67 F4 C3 AD 29 8E 9A 77 25 8F 44 D7 A2 99 58 40 4B 41 74 D8 1

CA 15 CD F6 AD BC 5F EC FE 85 9E EE 2B FD 74 EO 85 D4 06 38 6B DD OE 10 98 AC
81 AD AD 20 81 D6 35 22 B3 30 3F C3 F1 17 53 6E 81 AO 96 44 32 D8 1D FA A8 74 DA 6D D7
03 F5 DD 85 15 E6 1E 18 EF 50 60 C5 F8 91 95 BC 34 1B 73 30 D9 FD 4C 4D 49 2E 31 D5 6F
83 A1 89 BB 6D 66 48 DO 15 D8 59 CF FO 19 BC EC 79



github.com/do

tbots/mari

8 github.com, 5] b @ H 9 # = - o x
Notifi Fork 6 St 2
Code (O lssues o Pull requests Acti Project: Security
main § Gotofile [ ¢ Code « | About
Micro-robot Access Radio
&2 ge Infrastructure

Releases

https://github.com/DotBots/mari/pull/125

Thank you!
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Contact

geovane.fedrecheski@inria.fr

./ OpenSwarm



