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Warfare is becoming increasingly digital
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Threats to freedom of expression 



Freedom of expression is not a luxury, but a 
fundamental necessity

• Helps prevent civilians from entering areas of active fighting.

• Enables access to humanitarian relief for those in need.

• Helps families stay connected and informed about their loved ones’ safety.

• Allows hospitals to remain connected and functional.

• Enables journalists to report from the ground.

• Supports accountability for war crimes and other atrocities.
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International humanitarian law 

• Applies to armed conflict, alongside international human rights law. 

• Restricts the means and methods of warfare and protects persons who are not, or are no longer, 
participating in hostilities.

• Seeks to strike a balance between legitimate military action and the objective of reducing human 
suffering.

• Core IHL treaties:
• Four Geneva Conventions of 1949

• Additional Protocols of 1977
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Key international humanitarian law principles
• Humanity

• Military necessity 

• Principles on the conduct of hostilities 
• Distinction 

• Proportionality 

• Precaution

• How do these principles apply to cyber operations during armed conflict? 
• The notion of “attack”

• Can data alone qualify as an object?

• The issue of so-called ‘dual-use’ objects 
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Tech companies as key actors in conflict 



INTERNA
L

UN Guiding Principles on Business and Human 
Rights 
• Responsibility to respect human rights and international humanitarian law.
• Responsibility to conduct human rights due diligence.
• In conflict contexts:

• Adopt conflict-sensitive practices.
• Conduct heightened due diligence to identify, prevent, mitigate, and account for how they address their 

adverse impacts during armed conflict.
• Responsibilities operate independently of a State’s willingness or ability to meet its own 

international law obligations. 
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