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Project Ainita

• Established 2011

• Mission: To advance online anonymity, security, and freedom in high risk countries.

• How? Focus on connectivity!

• Threefold strategy: Conduct deep rigorous research, provide Internet intelligence and 
engineering capacity, developing and distributing circumvention and security tools.
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The Rise of NIN 
(National Information Network)

 and Shutdown Evolution
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2009 – the “Green Movement”
• Context: Elections held June 12, 2009. Authorities announced just two hours after the 

polls closed that the incumbent president won receiving 62.63%. Protesters quickly took to 
the streets organizing, expanding, and documenting protests through social media 
platforms.

• Response: Facebook and Twitter were censored periodically in the weeks leading up to 
the elections. Authorities implemented first nationwide full shutdown by “pulling the 
plug” – lasting approximately 45 min – and restarting the Internet with extreme throttling 
and very low bandwidth. Subsequently major social media platforms and communication 
tools were filtered or limited.

• Consequences: Government realized detrimental effects of pulling plug method. 
Increased monitoring of social media  increased blocking and censorship  → →
realignment of regime’s national security focus and resource shift to Internet governance, 
policies, and laws  prioritizes the development of NIN.→
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2012 – Preemptive Censorship Flex

• Context: February 7-13, 2012. First elections since 2009 to be held March 2, 2012. 
Domestic economic pressure and unrest mounting due to sanctions. On February 7, 
children of opposition leaders called for peaceful protests on February 14 to observe one-
year mark for house arrest.

• Response: February 9, 2012, authorities implemented targeted blocking denying 
+30million users access to sites such as Facebook, Twitter, and Google including Gmail – 
“According to computer crime regulations, access to this website is denied.” February 13, 
the government restores email but flexes its censorship capabilities by cherrypicking 
foreign sites to remain blocked. 

• Consequences: Government initiated the development of NIN  Supreme Council of →
Cyberspace established  Internet crackdown instills public fear of looming NIN and →
increased monitoring.
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National Information Network plan in 2013
with the aim to enforce control
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2019 – “Bloody Aban” (Bloody November)
 

    

• Context: November 16-23, 2019. Stemming from a resurgence of public economic hardship due 
to existing and renewed sanctions, with this economic isolation incentivizing the government to 
fervently pursue strengthening and expanding NIN, and finally, the surprise new rations coupled 
with 50% hike in fuel prices on November 15 served as the inflection point for mass protests.

• Response: To regain control, the Supreme National Security Council ordered an Internet blackout 
– a near-total shutdown leaving only top government authorities with Internet access. Lasting for 7 
days, global connectivity levels plummeted to 4-5% funneling netizens forcefully towards the now 
operational intranet – NIN. Internet on mobile carriers was not restored until November 27.

• Consequences: This shutdown provided the opportunity for authorities to conceal the scale of 
violence used against protesters with +300 estimated killed. Using these protests as a testing 
ground for NIN only revealed its clumsiness and faults as the intranet-only policy further 
degraded the economy with 7-day losses approximately at USD$1.5 billion. Government’s biggest 
blunder: forgot that they needed international DNS and did not have internal search engine!
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2025 – Conflict Induced Blackout

• Context: June 13-24, 2025 Israel initiated a large-scale attack against Iran targeting 
nuclear facilities and military installations, Iran retaliated, and US gets involved. Ceasefire 
declared on June 24 but tensions remain high.

• Response: Since 2019, the government imposed most severe shutdown dropping traffic 
levels by approximately 97% specifically between June 18-21 affecting major mobile 
networks, near-total disruption of international traffic. Government attributed shutdown to 
cybersecurity concerns.

• Consequences: Plunging the country into a digital blackout allowed the government to 
limit information flow both internally and externally and simultaneously prevent civilians 
from organizing and mobilizing during the conflict. Although connectivity is relatively 
restored to pre-shutdown levels, novel filtering patterns continue to emerge.
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Internet Shutdown Study:
Iranian June 2025
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Surprise Attack on Iran
 Israel large scale aerial attacks, triggers Internet disruption
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Cloudflare Radar
 June 10 - 30, 2025
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IODA Portal
 June 10 - 30, 2025
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BGP Analysis of Shutdown Impact
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Iran Internet Map
 BGP Data on first day of Israel attacks, June 13, 2025
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Less impact on BGP
 RIPE STAT comparison between 2019 and 2025 Internet shutdowns in Iran

IR IP prefixes announced June 10 to 20 2025IR IP prefixes announced Nov 15 to 25 2019
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Iran Internet Map
 Visualized using BGP Data on the day of Israel attack - June 13, 2025

AS206854 LESUNCO - Lesun communication furtherance engineers Co, (Ltd.): 2,096AS213960 E1SERVER - Ali Asadi: 1,099

AS24631 FANAPTELECOM-FCP - Tose'h Fanavari Ertebabat Pasargad Arian Co. PJS: 18,085

AS21341 SINET-AS - Soroush Rasanheh Company Ltd: 1,312

AS216074 ARVINCLOUD - Arvin Data Transfer Co. Ltd.: 1,630

AS48309 AGS-AS - Ariana Gostar Spadana (PJSC): 3,547

AS51431 IR-AVABARID-AS - Rasaneh Avabarid Private Joint Stock Company: 2,572

AS34918 PISHGAMAN-DATACENTER - Pishgaman Toseeh Ertebatat Company (Private Joint Stock): 6,058
AS202029 VIRAK - Taknet Afzar Aftab PJSC: 1,008
AS212077 ABRISHAM - Web Gostaran Shaina Shiraz LLC: 1,070

AS47330 MOBINNET-AS - Mobin Net Communication Company (Private Joint Stock): 6,352

AS202468 ABRARVAN-AS - Noyan Abr Arvan Co. ( Private Joint Stock): 2,650

AS34412 SABA-HOST - Saba Abr Mizban LLC: 1,137

AS60631 PARVASYSTEM - Pars Parva System LLC: 4,029

AS12389 ROSTELECOM-AS - PJSC Rostelecom: 10,716

AS49666 TIC-GW-AS - Telecommunication Infrastructure Company: 379,982

AS198150 SIACOM-AS - SIACOM JSC: 1,953

AS200612 GULFBRIDGEINTERNATIONAL - Gulf Bridge International Inc.: 3,410

AS216067 AS216067 - BHS Solutions GmbH: 1,317

AS24961 MYLOC-AS - WIIT AG: 1,753

AS25091 IP-MAX - IP-Max SA: 4,445

AS29049 DELTA-TELECOM-AS - Delta Telecom Ltd: 118,271

AS3257 GTT-BACKBONE - GTT Communications Inc.: 33,681

AS33891 CORE-BACKBONE - Core-Backbone GmbH: 43,115

AS34549 MEER-AS - meerfarbig GmbH & Co. KG: 3,475

AS3491 CONSOLE-CONNECT-ASN: 12,417

AS34927 IFOG-GMBH - iFog GmbH: 1,370

AS37468 ANGOLA-CABLES: 2,534

AS39351 ESAB-AS - 31173 Services AB: 1,232

AS39533 ASYMPTO - Asympto Networks Kft.: 12,973

AS50673 SERVERIUS-AS - Serverius Holding B.V.: 1,456

AS5511 OPENTRANSIT - Orange S.A.: 53,843

AS6453 AS6453: 23,099

AS6762 SEABONE-NET - TELECOM ITALIA SPARKLE S.p.A.: 41,486

AS6939 HURRICANE: 10,438

AS8220 COLT - COLT Technology Services Group Limited: 3,375

AS12880 DCI-AS - Iran Information Technology Company PJSC: 132,413

AS197207 MCCI-AS - Mobile Communication Company of Iran PLC: 7,930

AS205647 AFAGH - PARDIS FANVARI PARTAK LTD: 17,719

AS25184 AFRANET - Afranet: 17,985

AS31549 RASANA - Aria Shatel PJSC: 15,326

AS41689 EDGE-NETWORK - Asiatech Data Transmission company: 126,525

AS42337 RESPINA-AS - Respina Networks & Beyond PJSC: 92,967

AS42440 RDG-AS - Rayaneh Danesh Golestan Complex P.J.S. Co.: 21,766

AS44244 IRANCELL-AS - Iran Cell Service and Communication Company: 3,192

AS48159 TIC-AS - Telecommunication Infrastructure Company: 43,070

AS49832 AS-QBIC - QBIC COMMUNICATIONS DMCC: 1,155

AS57218 RIGHTEL - "Rightel Communication Service Company PJS": 2,942

AS6736 IRANET-IPM - Institute for Research in Fundamental Sciences: 7,772
AS34837 IRANET-IPM - Institute for Research in Fundamental Sciences: 1,598

AS200370 FPCC-AS - Farzanegan Pars Communications Company PJS: 2,079

AS202251 PADIZ-DADERESAN-COMPANY - Padiz-Daderesan-Company: 17,109

AS48434 TEBYAN - Tebyan-e-Noor Cultural-Artistic Institute: 3,642

AS60148 ITO-AS - Iran Information Technology Company PJSC: 1,450

AS214526 AVIDMEHREGAN - Tose Ertebatat Avid Mehregan Co.pjsc: 1,164

AS44889 AZMA-AS - Farhang Azma Communications Company LTD: 4,968

AS49801 SOTOON-CLOUD-INFRASTRUCTURE - Hezardastan Unit Cloud Computing PJSC: 1,898

AS41227 ZEERAK-CLOUD-INFRASTRUCTURE - Insightometrics B.V.: 1,898

AS43754 ASIATECH - Asiatech Data Transmission company: 126,525

AS206065 FDI - Tose'h Fanavari Ertebabat Pasargad Arian Co. PJS: 6,828

AS209836 NHCO - Toesegaran Shabakeh Arseh Novin Ltd: 1,409

AS210392 ARIAOXIN-AS - Azarakhsh Ava-e Ahvaz Co: 1,097

AS213759 TELIA - Tose'eh Lian Yas Ertebat PJSC: 5,364

AS34636 LASER-AS - Laser Company Ltd: 5,954

AS41881 FANAVA-AS - Fanava Group: 13,715

AS44285 SEFROYEKPARDAZENG-AS - Sefroyek Pardaz Engineering PJSC: 3,517

AS44400 IR-FCP - Ertebatat Sabet Parsian Co. PJS: 5,405

AS48715 SEFROYEKPARDAZENG-AS - Sefroyek Pardaz Engineering PJSC: 1,745

AS49100 IR-THR-PTE - Pishgaman Toseeh Ertebatat Company (Private Joint Stock): 37,476

AS50057 PARVAZ-SYSTEM - Parvaz System Information Technology Company (Ltd): 1,088

AS50810 MOBINNET-AS - Mobin Net Communication Company (Private Joint Stock): 14,308

AS51074 MABNA - GOSTARESH-E-ERTEBATAT-E MABNA COMPANY (Private Joint Stock): 11,213

AS60077 AT-CLOUD - Asre Dadeha Asiatech: 1,076

AS60423 DERAK-CLOUD-PJSC - E-Money Net Developers 24 Company Private Joint Stock: 1,299

AS44375 AISDP - Asmanfaraz Sepahan Company (P.J.S): 1,250

AS213807 TEHRANSERVER - Fanavaran Mehr Vatan Tehran Server Group LLC: 1,266

AS51889 GPDN-AS - Gostaresh Pardazesh Dana Negar Co.(PJSC): 2,889

AS64458 ONLINESERVER - Mizban Dade Pasargad LLC: 1,070

AS43415 SITSCO-AS - Secure Infrastructure of Transactional Services Company PJSC: 1,108

AS58224 TCI - Iran Telecommunication Company PJS: 39,067
AS41061 IZBANK - Iran Zamin Bank PJSC: 1,102

AS48147 AMINIDC - Asre Pardazeshe Ettelaate Amin Institute: 7,740

AS49556 WEBDADE - Web Dadeh Paydar Co (Ltd): 1,518

AS204203 SEPEHR-SABZ-DC-TEH - Atrin Information & Communications Technology Company PJS: 5,075

AS211904 CLOUDINOW-SERVICE-CLOUD - Asre Pardazeshe Ettelaate Amin Institute: 3,021

AS48551 SINDAD - Sindad Network Technology PJSC: 2,600

AS62442 DADE-SAMANE-FANAVA - Dade Samane Fanava Company (PJS): 2,595

AS42708 GLESYS - GleSYS AB: 1,043AS201691 WEIDE - Fannavari Etelaate Samane Kavoshgar Ide Ltd.: 1,043

AS213852 LIARA - Tose'e Shabakeh Azad Ltd: 1,036

AS57497 FARASOSAMANEHPASARGAD - Faraso Samaneh Pasargad Ltd.: 1,422

AS206495 IR-RESANEHPARDAZ - Gostaresh Ertebat Azin Kia Company PJSC: 2,382

AS35372 DATACOM - GeniusMind S.A.: 2,645

AS202391 AFRARASA-AS-1 - Cooperative Afra ertebatat-e-sabet-e Rasa Co: 1,800

AS204650 ERTEBATATESABETEAVAARVAND - Toloe Rayaneh Loghman Educational and Cultural Co.: 1,851

AS204834 SHABAKIEH-ESFAHAN - Shabakieh Isfahan Co PJSC: 1,491

AS213775 IRANIAN-NETWORK - Shabake Tarh Madar Iranian Private Joint Stock Company: 1,161

AS39501 NGSAS-NEDAGOSTARSABA - Parvaresh Dadeha Co. Private Joint Stock: 1,304

AS43395 ERTEBATAT-DOORBORD-FARS - Pooya Parto Qeshm Cooperative Company: 1,303

AS44531 AS12280 - Rayanmehr Danesh Sanj Company Ltd: 1,042

AS48944 ASKHALIJFARSONLINE - Khalij Fars Ettela Resan LTD: 1,884

AS51235 ADG-AS - ARAAX DADEH GOSTAR information and communication Development Co (Private Joint Stock): 1,465

AS51469 PETIAK - Petiak System Co JSC: 1,265

AS59441 HOSTIRAN-NETWORK - NOAVARAN SHABAKEH SABZ MEHREGAN (Ltd.): 1,244

AS60627 RA-AS - Rayankadeh Apadana Company Ltd: 1,747

AS208555 MOBINHOST - Dade Pardazi Mobinhost Co LTD: 3,015

AS16322 PARSONLINE - Parsan Lin Co. PJS: 21,312
AS60976 POL - Parsan Lin Co. PJS: 16,282

AS206388 ERTEBATATAZINKIA - Gostaresh Ertebat Azin Kia Company PJSC: 3,302AS203684 IMEN_SANAT - Imen Sanat Novin Alighapoo Private Joint Stock Company: 1,833

AS31182 SB24-AS - SAMAN BANK PJSC: 1,231

AS51026 MOBINHOSTINFRASTRUCTURE - Dade Pardazi Mobinhost Co LTD: 3,015

AS57391 LASER-IDC - Laser Company Ltd: 1,347

AS61173 GWSN-AS - Green Web Samaneh Novin PJSC: 1,142

AS25124 DATAK - Datak Company LLC: 1,502

AS201540 PJCO - Pishgaman Toseeh Fanavari Etelaat Va Ertebatat Jonoub (Joint Stock Company): 1,278

AS39074 IR-SEPANTA - Sepanta Communication Development Co. Ltd: 2,658

AS39364 HORMOZ-IT - Hormoz IT & Network Waves Connection Co. (PJS): 1,427

AS39650 ATRINCOMMUNICATION - Atrin Information & Communications Technology Company PJS: 1,628

AS44090 MAHANNET-AS - Enteghal Dadeh Mahan Co. PJSC: 1,813

AS48359 HESABGAR-AS - Hesabgar Pardaz Gharb PJSC: 1,874

AS56466 BAHAR-SAMANEH-SHARGH - Pars Fonoun Ofogh Information Technology and Communications Company LTD: 1,449

AS56503 BADR-AS - PJSC "Badr Rayan Jonoob": 1,085
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• Iranian National Information Network (NIN) is  reaching maturity, meaning now shutdowns 
can be implemented with minimal collateral damage to domestic connectivity

• Not using BGP to “unplug” connectivity, instead using “censorship middle boxes” to drop 
connections

• The ease of implementing shutdowns could potentially increase frequency of these types 
events

• Loss of international connectivity could have severe impact on human rights in the country

Shutdown Implementation, June 2025: Methodology 
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The end
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