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WG Feedback

@Updates inputs to the context in KDF
@ \Vhether to use “OKP” or “AKP”
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JOSE PQ-KEM Encapsulation |75

@ KMAC256 (K, X, L, S)

K: SS'.
X: A subset of the JOSE context-specific data defined in Section 4.6.2
of {{RFC7518}},

l.e., concat(AlgorithmID, SuppPublnfo, SuppPrivinfo), is used.

PartyUInfo is omitted because sender authentication is not available In
PQ KEMSs.

PartyVinfo is excluded because the recipient's identity is already
bound to the public key used for encapsulation.



Use of OKP for PQC KEM Keys rETF

@ T his specification uses the 'OKP' (Octet Key Pair).
@ 'kty" = "OKP"
@ '"crv' = KEM algorithm identifier
® X" = public key (base64url)
@ "d" = private key (base64url, optional)

@RFC8037/, states that it does not assume that there is an
underlying elliptic curve




Why Not Use AKP? > A%+
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@ The 'AKP' key type (defined in I-D.letf-cose-dilithium) has
limitations:
Requires "alg" parameter.
Works for PQ digital signatures.

@Not ideal for KEMs due to ambiguity:
Direct Key Agreement vs Key Agreement with Key Wrap.
@!f 'AKP' Is used with KEM:

alg = MLKEM1024 - Direct key agreement

alg = MLKEM1024+A256KW - KEM with key wrapping
Same key can be valid for use with both modes.

Restriction does not exist for traditional asymmetric algorithms.
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Request for WG Feedback BT oE

@ \Ve seek input from the WG on the
Should "OKP" be used for PQC KEM
Are there other alternatives preferred

Key type to be used:
Keys ?

oy the WG?



Next Steps

@ Comments and suggestions are welcome
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