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https://datatracker.ietf.org/doc/draft-prabel-jose-pq-composite-sigs/

Major recent updates following feedback

« Support only the seed representation for ML-DSA private keys

« Change the key type to AKP

Issue #4 - lucasprabel/draft-jose-pg-composite-sigs (Change key type and map signature construction from LAMPS composite draft)

 Add JOSE test vectors

 Align with the LAMPS composite draft for the signature combiner, domain separators, ...

Issue #1 - lucasprabel/draft-jose-pg-composite-sigs (Alignment with LAMPS Composite Signatures)

Issue #3 - lucasprabel/draft-jose-pg-composite-sigs (Using similar domain separators as LAMPS Composite Draft)



https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/4
https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/1
https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/3
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IAbstract

catastrophic bugs in ML-DSA.
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Composite ML-DSA for use in X.509 Public Key

This document defines combinations of ML-DSA [FIPS.204] in hybrid with traditional algorithms RSASSA-
PKCS1-v1_5, RSASSA-PSS, ECDSA, Ed25519, and Ed448. These combinations are tailored to meet security best
practices and regulatory guidelines. Composite ML-DSA is applicable in any application that uses X.509 or PKIX
data structures that accept ML-DSA, but where the operator wants extra protection against breaks or
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Use of Composite ML-DSA in TLS 1.3

Abstract

Compositing the post-quantum ML-DSA signature with traditional signature algorithms provides protection
against potential breaks or critical bugs in ML-DSA or the ML-DSA implementation. This document specifies
how such a composite signature can be formed using ML-DSA with RSA-PKCS#1 v1.5, RSA-PSS, ECDSA,
Ed25519, and Ed448 to provide authentication in TLS 1.3.
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PQ/T Hybrid Composite Signatures for JOSE and COSE

IAbstract

[This document describes JSON Object Signing and Encryption (JOSE) and CBOR Object Signing and Encryption
COSE) serializations for PQ/T hybrid composite signatures. The composite algorithms described combine ML-
IDSA as the post-quantum component and ECDSA as the traditional component.
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Post-Quantum Traditional (PQ/T) Hybrid PKI Authentication
n the Internet Key Exchange Version 2 (IKEv2)

Abstract

one IPsec area that would be impacted by Cryptographically Relevant Quantum Computer (CRQC) is IKEv2
uthentication based on traditional asymmetric cryptographic algorithms: e.g RSA, ECDSA; which are widely
Heployed authentication options of IKEv2. There are new Post-Quantum Cryptographic (PQC) algorithms for
igital signature like NIST (ML-DSAJ, however it takes time for new cryptographic algorithms to mature, so
here is security risk to use only the new algorithm before it is field proven. This document describes a IKEv2
hybrid authentication scheme that could contain both traditional and PQC algorithms, so that authentication

s secure as long as one algorithm in the hybrid scheme is secure.
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Composite ML-DSA Signatures for SSH

|Abstract

This document describes the use of PQ/T composite signatures for the Secure Shell (S5H) protocol. The
composite signatures described combine ML-DSA as the post-quantum part and the elliptic curve signature|
schemes ECDSA, Ed25519 and Ed448 as the traditional part.

The draft aligns with the LAMPS composite WG document.



JOSE & COSE algorithms using ML-DSA with ECDSA

JOSE Composite Signature Algorithms for ML-DSA

Mame

MLDSAL4
ES256

MLDSAGRS
E5512

MLDSABT
E5512

First
Algorithm

ML-D5A-44

ML-D5SA-B5

ML-DSA-BY
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ecdsa-with-SHAZ56
with secp25ar

ecdsa-with-5HAS12
with secp25eri

ecdsa-with-SHAS12
with secp384r

Pre-
Hash
id
sha2sa

id
sha512

id
shas12

Description

Composite Signature with ML-D5A-44
and ECDSA using P-256 curve and SHA
236

Composite Signature with ML-D5A-65
and ECD5A using P-256 curve and 5HA

512

Composite Signature with ML-D5A-87
and ECD5A using P-384 curve and SHA
512

COSE Composite Signature Algorithms for ML-DSA
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First
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Second
Algorithm
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SHA256 with
secp256r1

ecdsa-with-
SHA512 with
secp256r1
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SHA512 with
secp384r1

Pre-
Hash

sha256

id-
sha512

id-
sha512

Description

Composite Signature with
ML-DSA-44 and ECDSA
using P-256 curve and SHA-
256

Composite Signature with
ML-DSA-65 and ECDSA
using P-256 curve and SHA-
512

Composite Signature with
ML-DSA-87 and ECDSA
using P-384 curve and SHA-
512



Composite Key Generation and Signature Flow

KeyGen

(pk_1, sk_1) <=- ML-DSA.KeyGen()
(pk_2 = (x,y), sk_2 = d) <- ECDSA.KeyGen()

Composite Public Key <- SerializePublicKey(pk_1, pk_2)
Composite Private Key <- SerializePrivateKey(sk_1, sk_2)

M' <- Prefix || Domain || ©x@8 || r || PH(M)
M' <- Encode(M")

sig_1 =- ML-DSA.Sign(sk_1, M', ctx=Domain)
5ig_2 =<- ECDSA.Sign(sk_2, M")

Composite Signature <- SerializeSignatureValue(r, sig_1, sig_2)

Verify

(pk_1, pk_2) =<- DeserializePublicKey(pk)
(r, sig_1, sig_2) =<- DeserializeSignatureValue(sig)

M' <- Prefix || Domain || ©x88 || r || PH(M)
M' <- Encode(M')
if not ML-DSA .Verify(pk_1, M', ctx=Domain)
output "Invalid signature”
if not ECDSA.Verify(pk_2, M")
output "Invalid signature”
if all succeeded, then
output "Valid signature”




Composite Key Generation and Signature Flow

KeyGen

(pk_1, sk_1) <=- ML-DSA.KeyGen()
(pk_2 = (x,y), sk_2 = d) <- ECDSA.KeyGen()

Composite Public Key <- [SerializePublicKey(pk_1, pk_2)
Composite Private Key <-|SerializePrivateKey(sk_1, sk_2)

ﬂgﬂ [ ] (] [ ] . .

. . . Serialization subroutines from the LAMPS composite
o E;EEE(M}DG"'“” [ 8x68 || r |1 PH(M) draft are used to serialize and deserialize composite
e e TSR S, T sy values to bytesf via simple concatenation of the
sig_2 <- ECDSA.Sign(sk_2, M') underlying encodings of the component.

Composite Signature <- |SerializeSignatureValue(r, sig_1, sig_2)
Verify

(pk_1, pk_2) <-|DeserializePublicKey(pk)l
(r, sig_1, sig_2) <4 DeserializeSignatureValue(sig)

M' <- Prefix || Domain || ©x88 || r || PH(M)
M'" <- Encode(M')

if not ML-DSA .Verify(pk_1, M', ctx=Domain)
output "Invalid signature”

if not ECDSA.Verify(pk_2, M")
output "Invalid signature”

if all succeeded, then
output "Valid signature”




Composite Key Generation and Signature Flow

KeyGen

(pk_1, sk_1) <=- ML-DSA.KeyGen()
(pk_2 = (x,y), sk_2 = d) <- ECDSA.KeyGen()

Composite Public Key <- SerializePublicKey(pk_1, pk_2)
Composite Private Key <- SerializePrivateKey(sk_1, sk_2)

Sign

M' <-|Prefix || Domain || 8x@@ || r || PH(M) |
M* <- Encode(M")

sig_1 =- ML-DSA.Sign(sk_1, M', ctx=Domain)
5ig_2 =<- ECDSA.Sign(sk_2, M")

Composite Signature <- SerializeSignatureValue(r, sig_1, sig_2)

The computation of the message representative aligns
with LAMPS:

 use of a prefix and domain separator

« randomizer r for extra security

 pre-hashing always done

Verify

(pk_1, pk_2) =<- DeserializePublicKey(pk)
(r, sig_1, sig_2) =<- DeserializeSignatureValue(sig)

ﬁ—lPrefix || Domain || 6x88 || r || PH(M]l
<- Encode(M")

M
M

if not ML-DSA .Verify(pk_1, M', ctx=Domain)
output "Invalid signature”

if not ECDSA.Verify(pk_2, M")
output "Invalid signature”

if all succeeded, then
output "Valid signature”

\

"alg" Header Parameter Domain Separator (in Hex encoding)

ML-D5A-44-E5256 060B6086480186FA6B50090103
ML-D5A-65-E5256 060B6086480186FAEB50090108
ML-DSA-87-E5384 060B6086480186FA6B5009010C

Table 4: JOSE/COSE Composite Domain Separators




Construction of the message representative

the message to be signed

M' « Prefix || Domain || 0x00 || r || PH(M

)

— |the message representative




Construction of the message representative

The Prefix string

A 4

It is an extra protection against stripping a component signature from the composite signature.

M' < Prefix || Domain || 0x00 || r || PH(M)

Prefix - Definition

Prefix is defined as the byte encoding of the string "CompositeAlgorithmSignatures2025", which in hex is:
436F6D706F73697465416C676F726974686D5369676E61747572657332303235




Construction of the message representative

The Domain separator

A 4

It serves to bind the signature to the specific composite algorithm used.

It helps protect against component signature values being removed from their
composite and used out of context.

M' < Prefix || Domain || 0x00 || r || PH(M)

Domain - DEﬁnlthn "alg" Header Parameter = Domain Separator (in Hex encoding)

Domain is defined as the DER encoding of the OID of the specific composite algorithm. sl R L E L i 2 T L LA
The specific values in hex encoding can be found in the following Table. ML-DSA-EE-ES256 060B60864801 86FAGBS0090108
ML-DSA-87-ES384 060B6086480186FAGB5009010C

Table 4: JOSE/COSE Composite Domain Separators



Construction of the message representative

Context

The context is empty, as represented by the 0x00 byte.

M' <« Prefix || Domain || 0x00 || r || PH(M)




Construction of the message representative

Signature Randomizer

A 32 byte signature randomizer, which prevents a class of "mixed-key
forgery attacks", specific to composites.

M' <« Prefix || Domain || 0x00 || r || PH(M)




Construction of the message representative

M' < Prefix || Domain || 0x00 || r || PH(M)

Pre-hashing

Used to perform only a single pass over the potentially large input‘
message M.




JOSE Test vectors

{
"priv": "6E888080080808060800806080E00000A0B0000A0E0B0E00E0B0B0EE0B0B00B888"
“jwkT o
"kid": "PL7f9-uTJKxBQ_21YdJ4zGEHPcHdgJNAC _fLupBVrE”

"kty": "AKP",

"alg": "ML-DSA-44-ES256"

"pub”: "unH59k4RuutY-pxvu24USh8YZD2 rSVtHUSqRZ soBmBMcRPgmu9VuNOVdteXil1zNIXjngJg_GAAxep
"privi: "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAAAAAAAN"

},

"jws": "eyJhbGciOiJNTCT1EUBEtNDQtRVMYNTY1iLCJrawQdi0iJQTDdmOS11VEpLeDBRXzIxWWRKNHpHRUhQY Bh
“raw_randomizer"”: "Bfd1976375682177d81c75c6aa9317972a52644a28471778aa31e93759%a544b"
"raw_to_be_signed”: "436f6d786173697465416c676T726974686d5369676e61747572657332308323586
“raw_composite_signature”: "8fd19763f5682f77d81c75c6aa9317972a52644a2847f778aa31e931599
“raw_composite_public_key": "ba71f9f64el1baeb58fadc6fbbéel4e61f18643dab495b47539a9166¢ca

1= 4
Figure 1: ML-DSA-44-ES256

{
"priv": "BB06808008080800B0800608000000000E0000B0B0008000080BB0B0BE0B086888 ",
wk" 1 {
"kid": "4cT901VAUk1BmhuxioA9ZViGLsDoySnTEZdDr4yHkyo"
"kty": "AKP",

"alg"”: "ML-DSA-65-ES256"
“pub”: "OksvJIn5Y1b0BTXGs_Gpla7JpUNVEBYdsciAvPoferRDBJOquL2619cIq7wlYHj22Z01InH-YsdAkeu
"priv’: "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAARAAAANAR"

1,

"jws”: "eyJhbGciOiJNTCTEUBELNjULRVMYNTYiLCJraWQioiIay105UTFWOVY rbDhtaHv4aW9BOVpWaldMcBR
"raw_randomizer"”: "faBee187893ca%581bce637aadf6e632b872da76d9651314326568c7d1bd2c69c”
"raw_to_be_signed”: "436fT6d786T73697465416c676T726974686d5369676e6174757265733230323506
"raw_composite_signature”: "faBee187893ca9581bce637aa8f6e632ba72da76d9651314326508c7d1bd
"raw_composite_public_key": "424b2f267e58d5b3b44d71acfcbab56bb26958d57c61dblcB8Bbefalfe

1® 4
Figure 2: ML-DSA-65-ES256

{
"priv”: "BBEBEABEEEBMNADEE0EREE0ANE0EAREEEAREE0EAEEAE0EEAE0BEA00B0B00B080 "
wk"
"kid”: "p1MMg8xj6mCplHRRACr5AT] _-4etB4DQLeRyFOMG1cQ”,
"kty": "AKP",
"alg”: "ML-DSA-87-ES384",
“pub”: "5F_BjMc9ulXcZiSioYzY44AylxF_pWWIFKmFtfBdt7RozB8gruSnx2Gt37RT1rhamUZh3LOUZEKEBE
Cpriv': "AAAAAAAAAAAAAAAAAAAAAAMAAAAAAAANAAAAAAAANAN"
I,
"jws": "eyJhbGci0iJNTC1EUBEtODctRVMzODQiLCJraWwQi0iJwMUINZzh4ajZt0Q3BsSFISQUNYNUFmal8tNGY
"raw_randomizer"”: "68eal2f8d96d4eebf1fb5251a486308216867ecB2e2f2bc313344df36d381834e",
"raw_to_be_signed”: "436f6d7B6T73697465416c676T726974686d5369676e61747572657332308323586
"raw_composite_signature”: "68eal2fBd96d4eebf1fb5251a48638216867ecB2e2f2bec313344df36d38
"raw_composite_public_key": "ed45ffcBcc73dbBB5dc662e62a18cdBe3883297117fa5658814a985b5Ff
1= >

Fiqure 3: ML-DSA-87-E5384




Next Steps

« Composite algorithms: which one to register?

« Message representative: alignment with LAMPS?

WG Call for Adoption?

Comments and suggestions are welcome



