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Major recent updates following feedback

• Support only the seed representation for ML-DSA private keys

• Change the key type to AKP

• Issue #4 · lucasprabel/draft-jose-pq-composite-sigs (Change key type and map signature construction from LAMPS composite draft)

• Add JOSE test vectors

• Align with the LAMPS composite draft for the signature combiner, domain separators, …

• Issue #1 · lucasprabel/draft-jose-pq-composite-sigs (Alignment with LAMPS Composite Signatures)

• Issue #3 · lucasprabel/draft-jose-pq-composite-sigs (Using similar domain separators as LAMPS Composite Draft)

https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/4
https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/1
https://github.com/lucasprabel/draft-jose-pq-composite-sigs/issues/3


Composite Signatures at IETF
draft-ietf-lamps-pq-composite-sigs-07

draft-reddy-tls-composite-mldsa-05 draft-prabel-jose-pq-composite-sigs-03 draft-hu-ipsecme-pqt-hybrid-auth-02 draft-sun-ssh-composite-sigs-01

The draft aligns with the LAMPS composite WG document.



JOSE & COSE algorithms using ML-DSA with ECDSA

JOSE Composite Signature Algorithms for ML-DSA COSE Composite Signature Algorithms for ML-DSA



Composite Key Generation and Signature Flow
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Serialization subroutines from the LAMPS composite
draft are used to serialize and deserialize composite
values to bytes via simple concatenation of the
underlying encodings of the component.



Composite Key Generation and Signature Flow
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The computation of the message representative aligns
with LAMPS:
• use of a prefix and domain separator
• randomizer r for extra security
• pre-hashing always done



M' ← Prefix || Domain || 0x00 || r || PH(M)

Construction of the message representative

the message to be signed

the message representative



The Prefix string

It is an extra protection against stripping a component signature from the composite signature.

Prefix – Definition

Prefix is defined as the byte encoding of the string "CompositeAlgorithmSignatures2025", which in hex is: 
436F6D706F73697465416C676F726974686D5369676E61747572657332303235

Construction of the message representative

M' ← Prefix || Domain || 0x00 || r || PH(M)



The Domain separator

It serves to bind the signature to the specific composite algorithm used.
It helps protect against component signature values being removed from their
composite and used out of context.

Domain – Definition

Domain is defined as the DER encoding of the OID of the specific composite algorithm.
The specific values in hex encoding can be found in the following Table.

Construction of the message representative

M' ← Prefix || Domain || 0x00 || r || PH(M)



Context

The context is empty, as represented by the 0x00 byte.

Construction of the message representative

M' ← Prefix || Domain || 0x00 || r || PH(M)



Signature Randomizer

A 32 byte signature randomizer, which prevents a class of "mixed-key
forgery attacks", specific to composites.

Construction of the message representative

M' ← Prefix || Domain || 0x00 || r || PH(M)



Pre-hashing

Used to perform only a single pass over the potentially large input
message M.

Construction of the message representative

M' ← Prefix || Domain || 0x00 || r || PH(M)



JOSE Test vectors



Next Steps

• Composite algorithms: which one to register?

• Message representative: alignment with LAMPS?

Comments and suggestions are welcome

WG Call for Adoption?


