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PQ/T Hybrid KEM: HPKE with JOSE/COSE
/ 

         draft-ietf-jose-pqc-kem

https://datatracker.ietf.org/doc/draft-reddy-cose-jose-pqc-hybrid-hpke
https://datatracker.ietf.org/doc/draft-reddy-cose-jose-pqc-hybrid-hpke/


PQ-KEM Encapsulation

● Updated draft to address comments, align with the COSE/JOSE HPKE 
drafts.

● https://datatracker.ietf.org/doc/draft-ietf-hpke-pq/ defines Hybrid PQ/T HPKE.
● It uses both Traditional and PQC Algorithm to derive the final shared secret
● Updated draft to align with draft-ietf-hpke-pq
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https://datatracker.ietf.org/doc/draft-ietf-hpke-pq/


JOSE Algorithm Registry
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Name: HPKE-9

Algorithm Usage Location(s): "alg“

Description:  Cipher suite for JOSE-HPKE in Base Mode that uses the X25519 + 
ML-KEM-768 Hybrid KEM, the SHAKE256 KDF, and the AES-256-GCM AEAD.



Next Steps

●Consider for WG adoption
●Comments and suggestions are welcome
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