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e The urgency of the post-quantum transition makes it
critical to adapt EDHOC for quantum resistance

e The PQC signature-base EDHOC, using NIST standardized
signature schemes, introduces significant overhead

O Long key sizes and signatures
O High processing times

O High memory overhead

e A KEM-based authentication method for EDHOC enables
signature-free authentication
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Theoretical Foundation - PQNoise
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Static-DH method of EDHOC: based on Noise XX pattern:
o Supports mutual authentication without pre-shared knowledge.

o Static public keys can be transmitted during the handshake

o Incremental channel security guarantees
The PQ translations of noise pattern from [

o Add up toone round trip
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Overview

Initiator Responder
| METHOD, SUITES_I, pk_eph, C_I, EAD_1 |

| message_1 |
| ct_eph, Enc( C_R, ID_CRED_R, EAD_2 ) |
| message_2 |
| ct_R, Enc( ID_CRED_I, EAD_3 ) |
| message_3

| ct_I, AEAD( EAD_4, MAC_2 )

| message_4 |
| AEAD( EAD_5, MAC_3 ) |

| message_5 |
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Overview - Ephemeral KEM
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Ephemeral PQ Key Generation
Pkeph, SKeph = kemKeyGen()

PQ Decapsulate
SSeph = kemDecaps( ctepp, Skeph )

SSeph — PRK2e ® KEYSTREAM |

METHOD, SUITES), pkeos, Ci, EAD4

RESPONDER

Message 1 ’

PQ Encapsulate
SSeph, Cleph = kemEncaps(pkepp)

5. — PRKge ™ KEYSTREAM;

|
PLAINTEXT>

cteph, ENc( CR, ID_CREDR, EADy)

Message 2

KEYSTREAM,
— ) PLAINTEXT3
————

ctg, Enc( ID_CRED), EAD3)

Message 3

PLAINTEXTy4
l_l_|

ot;, AEAD(EAD,,MAC)

Message 4

K4 ] PLAINTEXTs

I—J—|
AEAD( EADs5 ,MAC3)

Message 5
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Overview - KEM-based authentication for the Responder
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INITIATOR
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Ephemeral PQ Key Generation
PKeph: Skepn = kemKeyGen()

PQ Decapsulate
SSepn = kemDecaps( ctepn, Skepn )

SSeph — PRKge ™ KEYSTREAM,

ID_CREDR — X509%

Verify( pkca, ) —
PQ Encapsulate
= kemEncaps(pkr)

PRKoe THS

— PRK3eom — KEYSTREAM;

=5 PRK30om ™ K2m

METHOD, SUITES), pkeph, Ci, EAD4

EDHOC Long-term static PQ Key pair
RESPONDER (PKR.SKR)

Message 1

KEYSTREAM;
PLAINTEXT2
l—‘—|
Cteph, Enc( CR, EAD2)

PQ Encapsulate
SSeph. Clepn = kemEncaps(pkepy)

sSeph — PRKpd 23 KEYSTREAM,

Message 2

KEYSTREAM,
PLAINTEXT3
———

, Enc( ID_CRED,, EAD3 )

Message 3

PLAINTEXT,
l—%

cty, AEAD(EADy, )

PQ Decapsulate
= kemDecaps( ¢!y, )

PRKge THS

— PRK3epm — KEYSTREAM3

Message 4

K+ ] PLAINTEXTs
| —t—

AEAD( EADs ,MAC3)

Message 5
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Overview - KEM-based authentication for the Initiator

EDHOC

Long-term static PQ Key pair
INITIATOR

™ | |
Ephemeral PQ Key Generation
pkegh, ske2 = kemKeyGen()

METHOD, SUITES), pkepp, C1, EAD+

EDHOC
RESPONDER

Long-term static PQ Key pair |
(PKR,SKR)

Message 1

KEYSTREAMZ‘
) PLAINTEXT»

Cteph, Enc( CR, ID_CREDR, EADy)

SSeph = kemDecaps( Cteph, SKeph )
sSeph — PRKpe ™ KEYSTREAM, |

ID_CREDR — X509
Verify( pkca, X509r) — pkr
I"'"'"'""p'c{ér?c;;;u]alé""'""""|
Ssg, ctg = kemEncaps(pkg)
| PRKg TH3 |

ssr — PRK3eom — KEYSTREAM;

| PQ Decapsulate |

Message 2

( KEYSTREAM;
PLAINTEXT3

ctr, Enc( ID_CRED), EAD3)

PQ Encapsulate
SSeph, Clepn = kemEncaps(pkepp)

sSepn — PRKad 23 KEYSTREAM,

| ssg == PRK3eomh ™5/ K2m |

Message 3

(<]

l PLAINTEXTy4

ct;, AEAD(EAD,,MAC5)

PQ Decapsulate
ssg = kemDecaps( ctg, skg)

PRRze THs

ssg — PRKzepm — KEYSTREAM;

[MAC; = KDF(PRK3¢2rmID_CREDR, TH,, CREDR EADy)|

ID_CRED) — X509,
PQ certificate Verify
Verify( pkca, X509) — pk|

PQ Encapsulate
ss, ct; = kemEncaps(pk))

sSIW—M’W PRK4eam = Ky

PQ Decapsulate
ss; = kemDecaps( ct;, sk;)

S5, "Mozm,
fiue

PRK4e3m ™ K4 |
| MAC3 = KDF(PRKe3m:|D_CRED), TH5,CRED, ,EAD3) ]

[ Verify (KzeamMAC5)

Message 4

4] PLAINTEXTs
V_‘_|

AEAD( EAD5 ,MAC3)

551 ™ PRK4eam ™ K3m

[ PRK4e3m — PRKout — Application Key |
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Message 5

Verify (K4e3m/MAC3)

[ PRK4eam 5IPRKout — Application Key |
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KEM-based authentication method - Key schedule

Salt 12
\ sse, } Key% Extract I I PRKy, }ﬂ% Expand H KEYSTREAM, }—‘ _
; ] PLAITNTEXT =
' TH=H(H(Message4),cl., 2~ |CipD_CREDR EAD, NAC)
Salt
‘ SSR } Key% Extract I Key, Expand H KEYSTREAM, }—-
o PLAIILTEXT = (C,ID_CRED,,EAD3,MAG;)
TH3=H(THj PLAINTEXT,,CREDR, R =R
ey » Expand
Salt Info |

Ke
| s l—y* Extract }—»{ PRK4e3m

MAC; = KDF(PRK so3m, ID_CRED_I, TH ,CRED), EADs, Lens) :

Shared Secret I, R - Initiator, Responder
Pseudo-Random Key TH - Transcript Hash

Encryption Key K - Symmetric Key

[l Classical EDHOC key Schedule
Il KEM-based EDHOC changes in the Key Schedule

ﬁ PRKgyt H Expand H PRKgxporter H Expaﬂd‘

Session Key
Aplication
Key
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Security Considerations

e The additional message_4 and message_5

o Prove possession of the final session key

o Ensure mutual authentication by using the final key derived from the
three shared secrets

o Include MAC_2 and MAC_3 to:

s Provide credential binding: MAC's contexts contain the credentials
sent in message_2 and message_3, respectively

m  Ensure all handshake integrity and authenticity: MAC's contexts
contain the latest TH4 and THS
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Security Considerations

e Security Achieved Upon Handshake Completion
o Full forward secrecy
o Explicit mutual authentication.
o Integrity and Authenticity of the Handshake

o Credential binding (A potential misbinding attack will not be detected
until the handshake concludes)

e Security Precautions Until Handshake Completion

o EAD data should be treated as unprotected

o Keying materials should not be persistently stored
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Security Considerations - Details to discuss

e I|dentity protection

o Against passive attacks for the Responder

o Against active attacks for the Initiator:

m  Credentials encrypted with a key combining both Responder’s static shared
secret and ephemeral shared secret > Only the Responder can decrypt (weaker
forward secrecy)

e PRK_outand K_4 are expanded from the same PRK_4e3m and TH4

o Drawback: Key confirmation implies the authentication of the handshake only until
message 3

o Advantage: MACs and encryption keys are exported from different THs
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KEM-based Authentication for EDHOC in:

Initiator-Known Responder (IKR) Scenarios

3 N 5
Long-term static PQ Key pair EDHOC EDHOC Long-term static PQ Key pair
(pkysk) INITIATOR RESPONDER (Pkr.SKR)
- L J .4 J .
(1) Ephemeral PQ Key Generation
Pkephs Skeph = kemKeyGen()

PQ Encapsulate Ky PLAINTEXT4
: = kemEncaps(p)) L

| = PRK1e ™ Ky

T 1
Pkepn,ENC(METHOD,SUITES,ID_CRED),C|,EAD1)

PQ Decapsulate (2)
Message 1 = kemDecaps( cif, )

[ = PRK1e &Ky |
PQ Encapsulate
SSeph, Cleph = kemEncaps(pkeph)

[ SSeph ™5 PRKom ™ Kom |

= KDF( -ID_CREDR, TH,,CREDR ,EAD,)
ID_CRED; — X509,

h PQ certificate Verify '

: Verify( pkca, X509) — pk; !

.................................... .
PLAINTEXT2 PQ Encapsulate
S T L 1 ssy, cty = kemEncaps(pkj) I
ctepn,cti, AEAD( CR, ID_CREDR, EAD», ) 55, “"PRKoeseam "= Ka |
(3) PQ Decapsulate M 2
5Sepn = kemDecaps( Ctepn, Skeph ) essage 55 ™ PRKgo03m "= Kam
Sseph ™ PRKom % Kom ss; ™ PRKoe3e3m ™= K3
PQ Decapsulate
ss; = kemDecaps( ct;, sk;)
[ 55 B"PRKe3eam "> Ko |
[ Verify (Kom:MAC>) |
[MAC; = KDF (PRKzc363m/1D_CRED;, TH3, CRED; ,EAD3)| ( Kf ) PLAINTEXT3
[ s/ "™ PRKge3eam "> K3 | AEAD( EAD3,MAC3)
 Message 3 \ Verify (Kaezeam:MAC:3) | @4

[ PRK2e3e3m™> PRKout — Application Key |

" AEAD( EAD3)

| PRK2e3e3m™— PRKout — Application Key

Message 4

l Ephemeral PQ KEM related operations
- I:l MAC related operations

:| Key schedule

KEM-based authentication of R
I:l KEM-based authentication of |
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KEM-based Authentication for EDHOC in;

Initiator-Known Responder (IKR) Scenarios

e I|dentity protection

o Against active attacks for the Initiator: Credentials encrypted with a key that
only the Responder can compute - no forward secrecy

o Against active attacks for the Responder: Credentials encrypted with a key
derived from the three shared secrets 2 perfect forward secrecy

e Pseudorandom Key confirmation via messages 2 and 3
e Reevaluate the need for message 4

o K_4 and PRK_OUT are derived from (PRK_2e3e2m, TH4)
m TH4 input contains ID_CRED_R and PLAINTXT_3

m  The confirmation of key possession - proves all handshakes' authenticity
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