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LLMs are Interacting w/ the Web Like Never Before

Training Live Content Fetching Automate Browser Tasks

OpenAl

(?) You

Search this on the web: best Bluetooth

ChatGPT

Doing research with Bing
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Gen Al Creates Copyright Concerns

Copyright lawsuits Companies crawl secretly
Microsoft Over A.I. Use of R ——
Copyrighted Work

Impacts on site performance

Disney and Universal sue Al image
company Midjourney fo.r unlicensed Al Crawlers Are Reportedly
use of Star Wars, The Simpsons and Draining Site Resources &
more Skewing Analytics




Gen Al Creates Copyright Concerns

How do content creators defend against Al-related

crawling’?




Content Protection Mechanisms

Robots.txt Active Blocking

(RFC 9309)

User-agent: * '
Disallow: / I'm not a robot




One Possible Solution: Robots.txt

Al Data Crawler Robots.txt File

User-agent: *

, 7
Can I crawl this page: Disallow: /

No, stay away!
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One Possible Solution: Robots.txt

. %*
User-agent: Robots.txt File
Disallow: / User-agent: *
Disallow: /
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One Possible Solution: Robots.txt

User-agent: Googlebot | robots ixt File

A”OW / User-agent: *
Disallow: /

User-agent: GPTBot

User-agent: CCBot s 4

Disallow: / )>

User-agent: *
Disallow: /secret/ V




One Possible Solution: Robots.txt

Al Data Crawler Robots.txt File

User-agent: *

, 7
Can I crawl this page: Disallow: /

No, stay away!
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One Possible Solution: Robots.txt

Al Data Crawler

Can | crawl this page?

No, stay away!

Robots.txt File

User-agent: *
Disallow: /

4
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One Possible Solution: Robots.txt

Al Data Crawler

I’'ll crawl
anyways
(W)

Can | crawl this page?

No, stay away!

Robots.txt File

User-agent: *
Disallow: /

4

1



RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists

Ele New Hork Times V ‘/ SJ




RQ1: Do content creators use robots.txt?

Well-resourced Domains

Ehe New York Eimes

WyJ

Population %% : Stable Top
100k Sites from Sept 2022 to
Oct 2024

Dataset gg: Common Crawl
(~monthly snapshots)

Methodology || : Check for
restrictions on Al-related

crawlers in robots.txt 7
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RQ1: Do content creators use robots.txt?

Population %% : Stable Top

100k Sites from Sept 2022 to
Types of Al-Related Crawlers Oct 2024
1) Al data crawlers. E.g., GPTBot Dataset jgg: Common Crawl
2) Al assistant crawlers. E.g., (~monthly snapshots)
ChatGPT-User
3) Al search crawlers. E.g., | | Methodology j,|: Check for
OAl-SearchBot L restrictions on Al-related

\/K crawlers in robots.txt V



Increasing Drive to Protect Content

Percent of Sites

SN
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—=— GPTBot

—=— CCBot

—=— Google-Extended

—=— ChatGPT-User

—=— anthropic-ai

—=— C(ClaudeBot

—=— Claude-Web

—s=— PerplexityBot
Bytespider

—=— omgili

g i #

EU
Artificial
Intelligence Act

Sub-Measure 4.1. Respect Robots.txt

Release of GPTBot +
ChatGPT-User
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Number of Sites

Recent Decrease in Restrictions

Possible Explanations:

—=— Explicitly Allowed

1 —=— Removed Restrictions

---- Condé Nast deal

11 ---- stack Exchange, Dotdash Meredith deal

Vox Media deal
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Partnerships with Al Companies

4(/92024 N I PR ISR (——- -

[FY43 NEWS

Oct 2 024

Reverse Intent
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RQ1: Do content creators use robots.txt?
Well-resourced Domains Artists

Ele New Hork Times V ‘/ SJ

~14% of top 5k Sites
~10% of top 100k Sites




RQ1: Do content creators use robots.txt?

Do artists want to stop Al-crawling?

e 96% (175) would use a tool that can block Al
crawling

Have artists adopted robots.txt? X

e 6 out of 182 utilized robots.txt

G

What challenges do they face?

e Awareness, Ability, Agency

Artists

18



RQ1.2: Do artists use robots.txt? Why or why not?

Awareness Ability
60% Not Aware

[ “i dont know how to do it”

Agency

4 )
“Squarespace does not allow
users to edit the robots.txt file.”

=




RQ1.2: Do artists use robots.txt? Why or why not?

Awareness

60% Not Aware

Ability

@ WiX

SQUARESPACE Edit robots.txt

(paid ver. only)

[ “i dont know how to do it”

Agency

Can’t edit robots.txt \ l
. |

-

“Squarespace does not allow
users to edit the robots.txt file.”

M}m Can’t edit robots.txt

J Can’t edit robots.txt CARB,“O”&N’

A\, ARTSTATION  Can'tedit robots.txt

Can’t edit robots.txt 20




RQ2: Do Al-crawlers respect robots.txt?

Test on a website we control with robots.txt

Passive testing wai

for crawler to visit

e Al Data Crawler
(e.g., GPTBot)

e Al Search Crawler
(e.g., OAI-SearchBot)

Active testing

Trigger crawler visit

Al Assistant Crawler (g,

ChatGPT-User)

Third-party Al Assistant
Crawler

21



Background: Third-party Al Assistant Crawler

Start action, fetch page: https://www.example.com

WebG by MixerBox (WebSearchG Al GPT) jwants to talk to websearchg.mixerbox.com v
Always Allow Decline

&b

mixerbox.com

example.com

22



RQ2: Do Al-crawlers respect robots.txt?

e Results — Passive Testing
o Attracted 7 different crawlers

y
amazon (&)OpenAl () SRANION S Claude '

Amazonbot (& GPTBot (&= CCBot (== ClaudeBot (== AppleBot (&=
00 Meta TicTok

Meta-ExternalAgent (&= Bytespider ‘
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RQ2: Do Al-crawlers respect robots.txt?

e Results — Active Testing
o ChatGPT-User &)

o 21 Third-party Al Assistant Crawlers
m Only 2 fetched robots.txt

24



RQ2: Do Al-crawlers respect robots.txt?

s
COMMON
amazon @ OpenAl () CRAWL % Claude '
Amazonbot (& GPTBot (&= CCBot (== ClaudeBot (== AppleBot (&=
0O Meta d. Third-party Al Assistant

TikTok
Meta-ExternalAgent (&% Bytespider . Crawlers ‘
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RQ2: Do Al-crawlers respect robots.txt?

-

\

Do we have tools with stronger protections?

~

J
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Active Blocking — An Alternative to Robots.txt

Verify you are human cLOUDFLARE

Privacy « Terms
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Active Blocking — An Alternative to Robots.txt

New Al Scrapers and Crawlers

Block bots from scraping your content for Al applications like model training.

P
y "ff '
Sy

Verify you are human cLOUDFLARE

Privacy « Terms

& C Q@ domain.com » | =
I'm not a robot =il Forbidden

You don't have permission to access / on this server.

29
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Apache/2 4.39 Server at staging  domain.com Port 80



RQ3: Do content creators utilize active blocking?

[
]
Test Site

Human User-Agent Blocked Allowed

E20V

Blocked Allowed

E-—/ — VLW_vyI

Test Site

Al Crawler User-Agent
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RQ3: Do content creators utilize active blocking?

0 . . Using
e 14 /o of top 10k sites use active robots. txt
blocking against Al-related bots
o Only 2% of these sites have Using
. e active
corresponding restrictions in blocking

robots.txt

30



é

Third-Party Active Blocking: CLOUDFLARE"

Operation Adoption
Who is considered an “Al How many sites have enabled
Scraper [or] Crawler™? this option?

New Al Scrapers and Crawlers

Block bots from scraping your content for Al applications like model training.

o 2,018 (20%) of Top 10k sites use Cloudflare

31



L2

Third-Party Active Blocking: CLOUDFLARE"

Qm Amazonbot Diffbot/

AwarioRssBot GPTBot/

\Who is considered an “Al AwarioSmartBot magpie-crawler

” Bytespider MeltwaterNews

Scraper [or] Crawler™? Sebot ] omgili/
ChatGPT-User PerplexityBot
Claude-Web PiplBot
ClaudeBot YouBot
cohere-ai

1 7 Al-related User-Agents*

2
*asofOct2022



L2

Third-Party Active Blocking: CLOUDFLARE"

Test Block Al: Adoption
ClaudeBot, anthropic-ai
lock How many sites have enabled
Test Definitely . .
Automated: \ this Optlon?
HeadlessChrome, Block Al OFF
Libwww-perl (87.01%)
\
/B|°Ck Challenge
Inconclusive: could be A | .
blocked by definitely Block Al ON Block Al ON
automated or Al (7.19%) (1.64%) (4.16%)

At least 5.7 % of sites using
Cloudflare enable “Block Al”
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Where Al Crawler Restriction Mechanisms L %A“m

~110 i i ~140°
Robots.txt (~11%., 0 Active Blocking (~14% ..,
e \oluntary e Multi-purpose crawlers (e.g. Applebot)
e Syntactic ambiguity e Impacts on SEO
e \Whatis a “robot™?
User-agent: * I'm not a robot
Disallow: / [N

General

e Crawlers must self-identify
e No Take-Backs
e Legal uncertainty 34



Somesite | Used to Crawl — Summary

Al-related crawling Need for Use robots.txt and

generates copyright mechanisms to active blocking as

concerns control Al-related ad-hoc solution
crawling

Disney and Universal sue Al image
company Midjourney for unlicensed
use of Star Wars, The Simpsons and

I'm not a robot User-agent: *
° k Disallow: /
£

more The Times Sues OpenAl and / 7\
Microsoft Over A.I. Use of -

Copyrighted Work

Robots.txt and active
blocking have their
own limitations
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Thank You!

elisa-luo.github.io

Questions?
edluo@ucsd.edu

https://arxiv.ora/pdf/2411.15091
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