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LLMs are Interacting w/ the Web Like Never Before

Training Live Content Fetching Automate Browser Tasks
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Gen AI Creates Copyright Concerns

Copyright lawsuits      Companies crawl secretly

Impacts on site performance
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Gen AI Creates Copyright Concerns

Copyright lawsuits      Companies crawl secretly

Impacts on site performance
How do content creators defend against AI-related 

crawling?
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Content Protection Mechanisms

Robots.txt
(RFC 9309)

Active Blocking

��User-agent: *
Disallow: /
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One Possible Solution: Robots.txt

��
AI Data Crawler

��

Robots.txt File

User-agent: *
Disallow: /Can I crawl this page?

No, stay away!
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One Possible Solution: Robots.txt

��
AI Data Crawler

��

Robots.txt File

User-agent: *
Disallow: /Can I crawl this site?

No, stay away!

User-agent: Googlebot
Allow: /

User-agent: GPTBot
User-agent: CCBot
Disallow: /

User-agent: *
Disallow: /secret/ 8
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One Possible Solution: Robots.txt
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One Possible Solution: Robots.txt

��
AI Data Crawler

��

Robots.txt File

User-agent: *
Disallow: /Can I crawl this page?

No, stay away!

⚠ This Mechanism is Voluntary!

��
I’ll crawl 
anyways      
¯\_(ツ)_/¯
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RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists
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RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists

Population 👯: Stable Top 
100k Sites from Sept 2022 to 
Oct 2024

Dataset 🗃: Common Crawl 
(~monthly snapshots)

Methodology 📊: Check for 
restrictions on AI-related 
crawlers in robots.txt
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RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists

Population 👯: Stable Top 
100k Sites from Sept 2022 to 
Oct 2024

Dataset 🗃: Common Crawl 
(~monthly snapshots)

Methodology 📊: Check for 
restrictions on AI-related 
crawlers in robots.txt

Types of AI-Related Crawlers

1) AI data crawlers. E.g., GPTBot
2) AI assistant crawlers. E.g., 

ChatGPT-User
3) AI search crawlers. E.g., 

OAI-SearchBot
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Increasing Drive to Protect Content

Release of GPTBot + 
ChatGPT-User
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Recent Decrease in Restrictions

Partnerships with AI Companies

Reverse Intent

Possible Explanations:
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RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists

~14% of top 5k Sites
~10% of top 100k Sites
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RQ1: Do content creators use robots.txt?

Well-resourced Domains Artists
Do artists want to stop AI-crawling? ✅ 

● 96% (175) would use a tool that can block AI 
crawling

Have artists adopted robots.txt? ❌
● 6 out of 182 utilized robots.txt

What challenges do they face?

● Awareness, Ability, Agency
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RQ1.2: Do artists use robots.txt? Why or why not?

Awareness
60% Not Aware

Ability

Agency

“Squarespace does not allow 
users to edit the robots.txt file.”

“i dont know how to do it”
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RQ1.2: Do artists use robots.txt? Why or why not?

Awareness
60% Not Aware

Ability

Agency

“Squarespace does not allow 
users to edit the robots.txt file.”

“i dont know how to do it”

Option to “Block AI” 
(Only 17% enable)

Edit robots.txt 
(paid ver. only)

Can’t edit robots.txt

Can’t edit robots.txt

Can’t edit robots.txt

Can’t edit robots.txt

Can’t edit robots.txt
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Test on a website we control with robots.txt

RQ2: Do AI-crawlers respect robots.txt?

Passive testing   Wait 

for crawler to visit

● AI Data Crawler 
(e.g., GPTBot)

● AI Search Crawler 
(e.g., OAI-SearchBot)

Active testing                
Trigger crawler visit

● AI Assistant Crawler (e.g., 

ChatGPT-User)

● Third-party AI Assistant 
Crawler 
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Background: Third-party AI Assistant Crawler

mixerbox.com example.com
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● Results — Passive Testing
○ Attracted 7 different crawlers

RQ2: Do AI-crawlers respect robots.txt?

Amazonbot GPTBot CCBot ClaudeBot AppleBot

Meta-ExternalAgent Bytespider
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RQ2: Do AI-crawlers respect robots.txt?

● Results — Active Testing
○ ChatGPT-User

○ 21 Third-party AI Assistant Crawlers
■ Only 2 fetched robots.txt
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RQ2: Do AI-crawlers respect robots.txt?

Amazonbot GPTBot CCBot ClaudeBot AppleBot

Meta-ExternalAgent Bytespider

Third-party AI Assistant 
Crawlers
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RQ2: Do AI-crawlers respect robots.txt?

Amazonbot GPTBot CCBot ClaudeBot AppleBot

Meta-ExternalAgent Bytespider

Third-party AI Assistant 
Crawlers

Do we have tools with stronger protections?
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Active Blocking — An Alternative to Robots.txt
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Active Blocking — An Alternative to Robots.txt
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RQ3: Do content creators utilize active blocking?

:

:
Human User-Agent

AI Crawler User-Agent

Test Site

Test Site

Blocked

Blocked

Allowed

Allowed

29



RQ3: Do content creators utilize active blocking?

● 14% of top 10k sites use active 
blocking against AI-related bots

● Only 2% of these sites have 
corresponding restrictions in 
robots.txt 
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Third-Party Active Blocking: 

● 2,018 (20%) of Top 10k sites use Cloudflare

Operation

Who is considered an “AI 
Scraper [or] Crawler”?

Adoption

How many sites have enabled 
this option?
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Third-Party Active Blocking: 

Operation

Who is considered an “AI 
Scraper [or] Crawler”?

17 AI-related User-Agents*

* as of Oct 2024
32



Third-Party Active Blocking: 

Adoption

How many sites have enabled 
this option?

At least 5.7% of sites using 
Cloudflare enable “Block AI” 33



Where AI Crawler Restriction Mechanisms Fail

Robots.txt (~11%Top10k)

● Voluntary
● Syntactic ambiguity
● What is a “robot”?

Active Blocking (~14%Top10k)

● Multi-purpose crawlers (e.g. Applebot)
● Impacts on SEO

General
● Crawlers must self-identify
● No Take-Backs
● Legal uncertainty

User-agent: *
Disallow: /
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Somesite I Used to Crawl – Summary

Need for 
mechanisms to 
control AI-related 
crawling

AI-related crawling 
generates copyright 
concerns 

Use robots.txt and 
active blocking as 
ad-hoc solution

Robots.txt and active 
blocking have their 
own limitations

🤖❌
User-agent: *
Disallow: /
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Thank You!

Questions?
e4luo@ucsd.edu

elisa-luo.github.io 
https://arxiv.org/pdf/2411.15091
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