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Illustration by Noah Greene

• Use two sessions – T and PQ and 
combine via exported PSKs. 

• Alternative to a hybrid (e.g. PQ/T) 
ciphersuite approach

• Flexibility: PQ updates are tunable 

• PARTIAL update

Traditional-only update in the 

traditional MLS session

• FULL update

PQ update in PQ group, exporter key 

generated and used as PSK along 

with a traditional update in the 

traditional session

• Flexibility on PQ ratchet window



Modes 

- PQ Confidentiality-Only mode

- PQ Confidentiality + Authenticity mode

○ PQ signatures are used to authenticate PQ updates in PQ session. 

The exporter key inherits this attestation and its inject into the 

      traditional key schedule allow for PQ/T AEAD. 

○ This does not include PQ non-repudiation

*NB: Key updates are authenticated via signatures



Average bytes / epoch for control messages (key update and associated messages) 
across 500 epochs

1 PQ / 100 T 1 PQ / 50 T 1 PQ / 10 T

Testing  by Noah Greene

*Improvements in 
both bytes on the 
wire and CPU 
cycles



● Discussed at IETF 119, 120, & 121
● Adopted 26 Nov. 2024
● Various updates from feedback and…
● New draft 26 Feb.
● Asked for feedback IETF-122 (thank you to those who responded!)
● New draft 19 Jun.

       No new notable feedback since…

 

● Time for WGLC?

Timeline and Status
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Request for name change away from “combiner”/ “hybrid”
Proposed alternative: Post Quantum MLS with Amortized Overhead
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