Al Authorization (AAuth)

draft-rosenberg-oauth-aauth - Addressing Two Problems, one Draft
e Problem 1: Eliminate the need for Al Agents to have high privilege service

accounts when acting on behalf of users - instead - get them user tokens
o Not hard when user is accessing Al Agent via web browser
o Problematic case - when user is connected via phone call - the “truck driver problem”
e Problem 2: Allow long running agents the ability to decide to request a

particular scope and then request human approval for the token - HITL

o Requires natural language scope descriptions so LLM can choose one
o Requires AS ability to reach out to human for confirmation out of band
o Requires async token access by Al Agent

e Related: Human confirmation of authorized actions
o NEW! draft-rosenberg-cheq-00



