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Goal: Native OAuth App2App user 
navigation, 
across any number of trust domains
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Setting the stage

2017: RFC 8252 Introduced App2Web
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2020: Joseph Heenan



Classification: 
GENERAL

Native App2App in a Single trust domain
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Challenge: Multiple trust domains

Works, with help from…
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What’s wrong with browsers?

In a native flow:
• May break flow (missing cookies)
• May prompt user to open deep links
• Slows down UX
• Orphan tabs remain
• Business stakeholders don’t like UX
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Proposal – Client App as User-Agent
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Mechanism

• Client App:

• Acts as user-agent, including Cookies

• Detects app-claimed urls (iOS / Android SDKs)

• Downgrades to App2Web if non-3xx response received

• app2app scope  AS adds native_callback_uri (client’s redirect_uri)
• native_callback_uri:

• Natively invoked by final AS App (overriding redirect_uri)

• Validation possible (among other ways) via OpenID Federation Client 
Metadata
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Requesting Feedback & Support

• Presented in OSW 2025
• Discussed with Prof. Ralf Küsters et al (Uni. Stuttgart) as research candidate

• Requesting Feedback, Support, co-Authorship
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