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Transaction Tokens
● Token internal to a given trust boundary
● Maintains the immutable context of a 

transaction
○ Subject
○ Context
○ Authorization Details

● Shared across multiple workloads
● Allows for “down-scoping” a transaction at 

the edge
● Supports finer-grained authorization



Normative changes

● Strengthen prohibition on expanding scope #173
● Transaction tokens are not authentication creds #172

Text clarifications - non-normative

● Addressing issue #155 txn-token lifetime #171
● Updated my author info #172
● Nit: fix spelling #165

Merged PRs since IETF 122

https://github.com/oauth-wg/oauth-transaction-tokens/pull/172
https://github.com/oauth-wg/oauth-transaction-tokens/pull/170
https://github.com/oauth-wg/oauth-transaction-tokens/pull/171
https://github.com/oauth-wg/oauth-transaction-tokens/pull/165


Known Implementations
● Keycloak
● Tokenetes(https://tokenetes.io/) - A CNCF Sandbox project

https://tokenetes.io/


Outstanding Issue: HTTP Header Format
added structured type to HTTP header #176

https://github.com/oauth-wg/oauth-transaction-tokens/pull/176


Ready for working group last call
● Once HTTP header format is addressed.


