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● RFC 8725 was published in February 2020

● Some new attacks published at Blackhat 2023
● Then multiple CVEs driven by researchers from Tsinghua University

● It’s time for an update
● We included everything we know of in -01

 🗞 Status



● Change: Specifies normative upper bounds for p2c in PBES2 to 
prevent denial‑of‑service by excessive hash iterations

● Impact: Strengthens defenses (§ 3.13) against expensive password‐
based encryption loops (PR)

 🛡 Reject Unreasonably Large p2c (PBES2 
Count)

https://github.com/yaronf/draft-sheffer-oauth-rfc8725bis/pull/9


● Change: Adds explicit warnings to segregate JWE vs. JWS parsing in 
library APIs; discourages misuse of JWKs containing both public and 
private keys

● Impact: Prevents token-type confusion attacks where encrypted data 
bypasses signature validation (PR)

 🔒 Encryption/Signature Confusion

https://github.com/yaronf/draft-sheffer-oauth-rfc8725bis/pull/8


● Change: Clarifies that the alg header parameter must be matched 
case‑sensitively; recommends defensive coding with allowlists for 
algorithms

● Impact: Eliminates ambiguity that could allow algorithm spoofing (PR)

 🅰 Algorithm Header Case Sensitivity

https://github.com/yaronf/draft-sheffer-oauth-rfc8725bis/pull/7


● Change: Introduces recommendations to set upper limits on 
decompressed size during JWE decryption (zip header parameter) to 
avoid resource exhaustion

● Impact: Prevents decompression bombs via § 3.15 guidance (PR)

 📦 Limit JWE Decompression Size

https://github.com/yaronf/draft-sheffer-oauth-rfc8725bis/pull/10


● Change: Adds text about rejecting JSON‑serialized JWSs and 
potential payload‑interception bypass attacks

● Impact: Closes format confusion loopholes (§ 2.13) in several 
libraries (PR)

🧩 Prevent JWT Format Confusion

https://github.com/yaronf/draft-sheffer-oauth-rfc8725bis/pull/11


● The draft is already in good shape
● We owe it to implementers to update the BCP with new information

● Address recent review comments by Dan Moore and Denis Pinkas
○ Possibly post-adoption?

● Next logical step appears to be working group adoption

 👣 Next Steps
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