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SPIFFE (Secure Production Identity Framework For 
Everyone)

● CNCF project
● Identity framework for Workloads
● SVID = Single Verifiable Identity Document

○ X509-SVID
○ JWT-SVID

● Custom trust boundaries via “Trust Domains”
● Certificate & trust key distribution via local “Workload API”
● Used in the industry:

○ https://learn.microsoft.com/en-ie/entra/workload-id/workload-identity-federation
○ https://cloud.google.com/iam/docs/managed-workload-identity
○ Open Source Implementation (SPIRE) & multiple commercial providers

Datatracker

https://learn.microsoft.com/en-ie/entra/workload-id/workload-identity-federation
https://cloud.google.com/iam/docs/managed-workload-identity
https://spiffe.io/docs/latest/spiffe-about/overview/#commercial-software-that-implements-spiffe


Workload
(OAuth 2.0 Client)

OAuth 2.0 
Authorization Server

Other workloads

SPIFFE SVID 
(X509 or JWT)

OAuth 2.0 
Client ID & Secret

● Manual provisioning & 
rotation

● Long-lived
● Bearer credential

● Automatic provisioning & 
rotation

● Short-lived
● Proof of key possession possible 

(mTLS)

Workloads acting as OAuth clients - Current situation



What if….

We could use SPIFFE IDs already issued to workloads when they act as Oauth clients?

● Leverage existing workload identity infrastructure 

● Remove need for secret lifecycle management

● Reduce secret sprawl
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● Automatic provisioning & 
rotation

● Short-lived
● Proof of key possession possible 
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Workloads acting as OAuth clients - The goal



Proposal

Workload
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OAuth 2.0 
Authorization Server

JWT-SVID         X509-SVID

SPIFFE

SPIFFE Bundle Endpoint 
uses RFC 7517 (JWKS)

RFC 7523
 (JWT Client Authentication)

RFC 8705 
(mTLS Client Authentication) issues



Current draft outline

● OAuth Client Authentication Using SPIFFE
○ Client Authentication with JWT-SVIDs

○ Client Authentication using X509-SVID

● SPIFFE Trust Establishment and Client Registration

● SPIFFE Key Distribution and Validation
○ SPIFFE Bundle Endpoint

● Security Considerations



Open mic

We want your opinion/feedback/experience!


