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Key Facts

The most important facts:

● Scalable Revocation Mechanism

● Similar privacy properties as CRL

● Simple to understand, easy to implement

● Referenced by SD-JWT VC and ISO 18013-5 mdoc Amendment

● Named by ARF 1.4

● Tested at various interop events and hackathons

● Establishes an extension point and IANA registry for status mechanisms



Big Picture

● Architecture of Status List
● Referenced Token = Credential

○ SD-JWT VC
○ ISO mdoc
○ Any other

● Architecture of Status List



History

A lot of editorial changes!



changes in -10 and -11
● improve caching guidelines and move them to implementation considerations

● Add CoAP Content-Format ID and IANA registration

● Add size comparison for status list and compressed uuids

● Change Controller IESG for OAuths Parameters Registration

● incorporate feedback from shepherd review

● Some editorial changes based on feedback



changes in -12
● Allow for extended key usage OID to be used for other status mechanisms

● add Paul's affiliation

● add feedback from Dan Moore

● change JSON Status List structure to only contain JSON object

● editorial changes

● clarifying status and status_list IANA descriptions for JWT/CWT

● clarifying description texts for status and status_list in CBOR

● splitting Linkability Mitigation from Token Lifecycle section in Implementation Consideration

● relax the accept header from must to should



Status Quo

● 0 open issues

● 0 open PRs

● awaiting Shepard’s Review and ongoing IETF process

● There have been no bigger normative changes for the draft for a while - a lot 

of editorial fixes & smaller details being adjusted



Backup



Example: Referenced Token

  {
    "alg": "ES256",
    "kid": "11"
  }
  .
  {
    "iss": "https://example.com",
    … //other claims
    "status": {
      "status_list": {
        "uri": "https://example.com/statuslists/1",
        "idx": 5
      }
    }
  }

Index in the status list
URI of the status list token

Extension point for other status mechanisms



Example: Status List in JWT
{
    "alg": "ES256",
    "kid": "12",
    "typ": "statuslist+jwt"
}
.
{
    "exp": 1687517770,
    "iat": 1686912970,
    "iss": "https://example.com",
    … //other claims
    "status_list": {
        "bits": 1,
        "lst": "H4sIAMo_jGQC_zvp8hMAZLRLMQMAAAA"
    },
    "sub": "https://example.com/statuslists/1"
}

eyJhbGciOiJFUzI1NiIsImtpZCI6IjEyIiwidHlwIjoic3RhdHV
zbGlzdCtqd3QifQ.eyJleHAiOjE2ODc1MTc3NzAsImlhdCI6MTY
4NjkxMjk3MCwiaXNzIjoiaHR0cHM6Ly9leGFtcGxlLmNvbSIsIn
N0YXR1c19saXN0Ijp7ImJpdHMiOjIsImxzdCI6Ikg0c0lBTW9fa
kdRQ196dnA4aE1BWkxSTE1RTUFBQUEifSwic3ViIjoiaHR0cHM6
Ly9leGFtcGxlLmNvbS9zdGF0dXNsaXN0cy8xIn0.8uaUXshaJdG
WGjvwPwaa2Gtt0M7-M7dGO9rXaz3x99LCdG5tKb-ARL1ezqguLT
s63VeudYWqpdg4HpN-D2hOkg



Example: How it fits together

    "sub": "https://example.com/statuslists/1"
    "status_list": {
        "bits": 1,
        "lst": "H4sIAMo_jGQC_zvp8hMAZLRLMQMAAAA"
    }

    "status": {
      "status_list": {
        "idx": 5
        "uri": "https://example.com/statuslists/1",
      }
    }

1 0 0 1 0 1 0 0 0 1 0 0

0x0 = VALID
0x1 = INVALID

Deflate zlib


