
SD-JWT VC
IETF 123 Madrid

Daniel Fett
Oliver Terbu
Brian Campbell

IETF OAuth WG
July 2025

draft-ietf-oauth-sd-jwt-vc



Quick SD-JWT VC Review/Overview
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● Describes data formats as well as validation and processing rules to express 
Verifiable Credentials† with JSON payloads with and without selective 
disclosure based on the SD-JWT format

● Uses SD-JWT and the well-established JWT content rules and extensibility 
model as basis for representing VCs††

● Describes [SD-]JWT VC Issuer Metadata and key resolution
● Describes Type Metadata
● Does not utilize the W3C's Verifiable Credentials Data Model v1.0, v1.1, or 

v2.0
○ But does not prohibit such content (for example, OpenID4VP’s SD-JWT VCLD happened) 

† a.k.a., Digital Credentials or Verifiable Digital Credentials
†† or DCs or VDCs

https://openid.net/specs/openid-4-verifiable-presentations-1_0.html#name-sd-jwt-vcld


Since [one night in] Bangkok: Drafts -09 & -10
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IETF 122, March 2025, Bangkok



-09 
● Use SD-JWT KB in place of SD-JWT with Key Binding JWT
● Editorial changes
● Document reasons for not using JSON Pointer or JSON Path
● Clarify that private claim names MAY be used
● Update PID Example
● Fix section numbering in a few SD-JWT references
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-10 
● Fix `[...]#integrity` claim values in examples (Subresource Integrity uses regular base64 

encoding and some were wrong length)
● Rename 'Issuer-signed JWT Verification Key Validation' to 'Issuer Signature Mechanisms' 

and rework some text accordingly. Provide a web-based metadata resolution mechanism 
and an inline x509 mechanism. A DID-based mechanism is not explicitly provided herein but 
still possible via profile/extension. Be explicit that the employed Issuer Signature 
Mechanism has to be one that is permitted for the Issuer according to policy. Be more clear 
that one permitted Issuer Signature Mechanism is sufficient.



● Clearly defined extension point for signature key validation options

● Allows for concise definition of signature mechanism and key resolution

● Two common mechanisms defined for interoperability:
○ web-based metadata resolution via .well-known and JWKs 

○ inline x509 via x5c header

● Including security and implementation considerations

● Acceptable mechanism(s) for a given issuer are per verifier policy  

● Verifying one acceptable mechanism is necessary and sufficient 
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New in -10: Issuer Signature Mechanisms

did:note:
DID-based mechanism not explicitly 

provided, but can be defined in 
profile/extension



Why not DIDs?
We do not provide a DID-based Issuer Signature Mechanism predefined in the specification, mainly due to

● Complexity for implementers
○ Proliferation of 200+ DID methods not reasonably implementable for most developers

○ Profiles can provide actionable implementation guidance

● Interoperability concerns
○ “Just implement (some) DID methods” leads to non-interoperable implementations

○ Guidance should be provided in use-case specific profiles:

■ Selection of DID(s) for interoperability

■ Policies around accepting different DID methods

● Reputational risk
○ Potential damage to the credibility and perceived seriousness of a standards-track IETF document

➔ Means applications using DIDs should extend/profile/mention this specification to provide an 

appropriate Issuer Signature Mechanism

➔ As discussed at IETF 121 & 122, on the interim call, on the mailing list, and more
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https://www.w3.org/TR/did-extensions-methods/#did-methods
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What can we accomplish before IETF 124?
IETF 105, July 2019, Montreal

The View Ahead: 
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winds beginning to shift 



But we’re not quite
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IETF 102, July 2018, Montreal



Practically free
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Ready Player One?
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discuss isn’t DISCUSS  
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Others receiving no label
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Island of Misfit Toys
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Let’s get to work!

16Monument to the Unknown Bureaucrat Technocrat

OSW 10, February 2025, Reykjavik


