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Current Media Types (RFC3156)

» application/pgp-keys : ASCIll-armored keyring (certificate bundle)
* application/pgp-signature : ASCIll-armored signature packet
o application/pgp-encrypted : not an OpenPGP file type
* Only contains “Version: 1”7, only used as first part of multipart/encrypted
« RFC3156 pre-dates extension of “MIME Types” to “Media Types” in RFC4288

* No media types for messages, secret keys, non-armored formats...



ASCIl-armor: Media Type or Content Encoding?

e |t’s a Type:
* |t can’t be losslessly round-tripped into non-armored format
* |t’s only defined for OpenPGP data

* |t’s an Encoding:
* |t is semantically equivalent to the non-armored format

* |t’s basically just Base64 with lipstick



ASCIl-armor == MIME

e Delimiters (“----- “)
e Content type (“PGP PUBLIC KEY BLOCK?)
 Metadata (headers, checksum, ...)

 Encoded content (Base64)



ASCIl-armor == MIME

* Do we still need ASCIl-armor in 20257

 ASCIl-armor can be replaced by standard Base64 encoding:
* |In MIME-like contexts (email, HTTP) use “Content-Encoding: Base64”
* In constrained contexts, embed raw Baset64

 Shouldn’t encourage people to cut and paste key material

e ... Or even deal with key material directly at all



Solutions?

* Deprecate ASCII-armor for everything other than RFC3156
 Updated media types to handle non-armored content:
* Clean slate: entirely new type(s)?
 Parameters: “application/pgp-keys;encoding=Dbinary” ?
o Suffixes: “application/pgp-keys+binary” ?
 What about JSON: “application/pgp-keys+json” ?

» Still need new types for messages, secret key material



New Media Types Required

* One possible solution (parameters):

* Repo: https://qitlab.com/andrewgdotcom/openpgp-media-types

» Editor’s copy: https://andrewgdotcom.gitlab.io/openpgp-media-types

* Not necessarily the “correct” solution!
* New terminology also required:
e “binary” (but then you have “base64-encoded binary” which is silly)

e “non-armored”, “raw”, “native”, ...


https://gitlab.com/andrewgdotcom/openpgp-media-types
https://andrewgdotcom.gitlab.io/openpgp-media-types

