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Cloud-Network Operation System
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Unified Management & Orchestration: Centralized control, orchestration and scheduling of 

distributed, heterogeneous resources (network, cloud, security, data, AI, etc.).

Open to Internal and External Applications : Abstract the network and cloud capabilities and 

expose them to the applications via layered model
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Current Status of CT’s APIs
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Customer 
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Resource（RES)

Resource 

Facing Service
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Product

• Product & Service Design 

Centre: 2000+ capabilities and 

300+ products, enabling agile 

delivery and flexible composition.

• Open APIs : Connectivity 

Capability, Computing Capability 

Scheduling, Data Capability, 

Operation Capability' with  450+ 

commercial capabilities and a 

total of 70 billion+ calls.

PSR Layered Model

CFS： End-to-end cloud network capabilities 

visible to customers.

RFS： Capabilities provided by networks and 

clouds and can be assembled into services for 

customers.

RES: e.g. network equipment, ports, code 

numbers, links, service platforms, hosts, virtual 

machines, storage, VPC, etc.



Example: Cloud-oriented VPN Product
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• Provide customers with Internet access, Cloud access, Multi-site network, Multi-cloud network, etc.

• Leverage the capabilities of various access networks and Backbone Networks,  involving 7 domains：
PON, MAN, IP RAN, STN, OTN, MCN and CN2 Backbone.
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Configuration of Cloud-oriented VPN Product
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⚫ 20 objects: 3 CFSes and 17 RFSes.

⚫ 288 APIs for product creation, modification and deletion.

⚫ Capability reuse rate reaches to 94%.

Cloud-oriented VPN Product

CloudToNetLine CFSFixAccessNetLine CFS FixInternetAccess CFS



APIs of Cloud-oriented VPN Product
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API Type API Name

API
（Orchestr

ation 
system）

prodCloudVpn_install_api

prodCloudVpn_remove_api

prodCloudVpn_change_api

prodCloudVpn_complete_api

cfsFixAccessNetLine_install_api

cfsFixAccessNetLine_remove_api

cfsFixAccessNetLine_change_api

rfsPonLink_install_api

rfsPonLink_remove_api

rfsPonLink_change_api

rfsManL3VpnAccess_install_api

rfsManL3VpnAccess_remove_api

rfsManL3VpnAccess_change_api

rfsManCn2L3VpnAccess_install_api

rfsManCn2L3VpnAccess_remove_api

rfsManCn2L3VpnAccess_change_api

API Type API Name

API
（Resource 

management 
system）

prodCloudVpn_serviceDesign_api

prodCloudVpn_serviceRollback_api

cfsFixAccessNetLine_serviceDesign_api

cfsFixAccessNetLine_resourceConfig_api

cfsFixAccessNetLine_resourceRollback_api

cfsFixAccessNetLine_resourceQuery_api

rfsPonLink_resourceConfig_api

rfsPonLink_resourceRollback_api

rfsPonLink_resourceQuery_api

rfsManL3VpnAccess_resourceConfig_api

rfsManL3VpnAccess_resourceRollback_api

rfsManL3VpnAccess_resourceQuery_api

rfsManCn2L3VpnAccess_resourceConfig_api

rfsManCn2L3VpnAccess_resourceRollback_api

rfsManCn2L3VpnAccess_resourceQuery_api

API Type API Name

综调API（Workforce system）

cfsFixAccessInternet_wholeTest_api

rfsPonLink_manualConstruction_api

rfsManL3VpnAccess_manualConstruction_api

API Type API Name

API（Data 
collection & 

device 
control 

system）

resA8c_rfsManL3VpnAccess_install_api

resA8c_rfsManL3VpnAccess_remove_api

resA8c_rfsManL3VpnAccess_install_api

RES_PON_PONVLAN_ADD_API

RES_IP_MANMSE_MPLS_L3VPN_ADD_API

RES_IP_MANMSE_MPLS_L3VPN_MOD_API

resOlt_rfsPonLink_install_api

resOlt_rfsPonLink_remove_api

resOlt_rfsPonLink_change_api

RES_IP_MANASBR_MPLS_L3VPN_DEL_API

RES_IP_MANASBR_MPLS_L3VPN_ADD_API

resCn2PeRouter_rfsManCn2L3VpnAccess_install_api

resCn2PeRouter_rfsManCn2L3VpnAccess_remove_api

RES_IP_ROUTER_PORTMTU_MOD_AP

RES_IP_CN2PE_MPLS_L3VPN_MOD_API

RES_IP_CN2PE_MPLS_L3VPN_MOD_API



API Process of CFS (FixAccessNetLine)
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API Process of RFS (IP RAN PW Access)
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Northbound Interfaces of Network Controller
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Unified YANG Model(CT-YANG)：More suitable for complex network configurations and closer to the data form 

of devices, shield vendor differences and improve the efficiency of information understanding and Processing. 

1、B interface：Service level interface, e.g., ct-service-vpn

2、C interface：Module level interface, e.g., ct-device, ct-ifm

3、D interface：Field or configuration item in yang, e.g., interface description in ct-ifm



Mapping from CT-YANG  to Vendor YANG/CLI
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Transform 
Northbound 
YANG to 
Southbound 
Request， to 
issue 
configurations 
to devices, or 
obtain the 
performance 
data

Configure device logical interface and bind to a 
specific VPN(Internet leased line service) 



Operation&APIs R&D and Supportive Team
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• 500+ members(Full time)： Overall Planning, System Designing, Coding and 

Development, Testing, Deployment, Standardization

• International Cooperation：TM Forum,  ONAP,  GSMA, ITU-T, etc.



Challenges

• Long standardization cycle: Standardization of IETF progresses slower than vendor 

implementations. Vendors often develop private YANG models in advance to meet the rapid 

deployment needs of network operators. 

• Insufficient function coverage: The IETF models focuses on basic network objects, but lacks a 

complete functional definition of operator specific scenarios (such as cloud-network collaboration, 

multi-vendor network element management, etc.), resulting in functional incompleteness. 

• Private extensions by vendors: Vendors implementations generally exceed the scope of the IETF 

model. Each vendor has differentiated the fields based on their device functions and characteristics, 

resulting in semantic deviations and misalignment between the standard and device implementation.

• Data consistency risk: When there is a namespace conflict between vendor extended fields and RFC 

defined fields (such as IETF interfaces and vendor private interfaces models), directly using the 

standard model will trigger a southbound protocol parsing exception.
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Thank You

2025/7/20 14



Service Design Content
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