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Covert Web-to-App Tracking via Localhost on Android
Breaking Cross-Context Isolation through an Unmediated Loopback Channel
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Localhost: A Quiet Cross-Context Channel

• Apps can bind to 127.0.0.1 without permissions.

• Browsers allow web JS to initiate connections to 
localhost.

• Legitimate purposes: used for testing, debugging, 
P2P fallback.

127.0.0.1 ConnectBind
Without permissions

Any app can listen. Any website can send. And the user sees none of it.
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Existing Defenses are Ineffective

Linux Kernel

UID: 1001

Permission model

UID Sandboxing

System Process (UID: System)

UID: 1004UID: 1005

Browser

Same-Origin Policy, CORS

Advertising ID

No prompts. No permissions. No protection. 
Localhost as an attack vector bypasses them all.
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Linux Kernel

UID: 1001

Permission model

UID Sandboxing

System Process (UID: System)

UID: 1004UID: 1005

Same-Origin Policy, CORS

Browser

Localhost / Loopback

And we discovered for the first time, this side channel actively 
used in the wild by Meta (Facebook, Instagram) and Yandex—
affecting billions of users globally.
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“When the Meta Pixel is installed on a 
website, and the Pixel uses first-party 
cookies, the Pixel automatically saves a 
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website domain if one does not already 
exist.”
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--------------------- 
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changing the SDP manually as opposed 
to letting the WebRTC API’s do it.”

RFC 8829
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STUN Binding Request 
--------------------- 
Protocol: UDP 
Destination: 127.0.0.1:12580 

STUN Attributes: 
  USERNAME: ….:aid+fb+1+171XXX.. 
  ICE-CONTROLLING: ... 
  PRIORITY: ... 
  MESSAGE-INTEGRITY: ...

Pixel sends _fbp to localhost via WebRTC5
POST https://graph.facebook.com/graphql HTTP/2.0 
fb_api_req_friendly_name=FBGraphQLOnDeviceConversionIDMutation 

variables={“conversion_id_type":"DOMAIN_AND_FBP"," 
conversion_id”:"fb+1+171XX…X…"}} 

Meta apps transmit the _fbp cookie to the GraphQL endpoint6
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Meta’s Side Channel: Behaviour Across Time

HTTP 
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WebRTC TURN (w/o SDP Munging) 
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Ports: 12580-12585

November 2024
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Yandex Metrica script sends back the 
obfuscated params and the encrypted 
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…..Wait for 3 days! 



Yandex’s Side Channel: Behaviour Across Time
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GET /probe?id=XXX.. HTTP/1.1 
Connection: keep-alive 
Accept: */* 
Origin: https://www.example-website.com 
Accept-Encoding: gzip, deflate

Affected — even in private mode

Minimally exposed

Unaffected

Leak!
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🇪🇺  Europe (Frankfurt vantage point) 

• Meta Pixel: 

◦ 15,677 sites with tracker 

◦ 11,890 sites (75.8%) initiate localhost before consent 

• Yandex Metrica: 

◦ 1,260 sites with tracker 

◦ 1,064 sites (84.4%) initiate localhost before consent

These results suggest that localhost abuse is not only 
real—it’s global, widespread, and potentially without 
meaningful user awareness or control.
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• Coordinated disclosure led to rapid mitigations by Chrome, Firefox, DuckDuckGo, Brave

Browser Yandex Affected FB Affected Mitigations

        Chrome 136 ✅ ✅
Chrome 137 blocks abused ports + SDP munging / Local Network 
Access (LNA)

        Firefox 138 ✅ ❌ Port blocking in version 139

       DuckDuckGo ⚠  Minimal ❌ Blocklist amended

       Brave ❌ ❌ Blocklist + localhost user prompts since 2022

Platform-level issues remain unresolved.  
No user prompts, weak IPC policies.
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Platform Scope: Android Only?

Confirmed: Only Android was affected in our real-world tests 
→ Meta and Yandex scripts targeted Android apps and browsers

No abuse detected on iOS 
→ Despite similar localhost access being technically possible

iOS differences: 
→ Background execution + stricter platform controls

Other surfaces like desktop browsers or smart TVs may also be at risk 
→ But not yet investigated
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“The developers [Meta & Yandex] in this report are using 
capabilities present in many browsers across iOS and 
Android in unintended ways that blatantly violate our 
security and privacy principles” — Google Representative
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Android’s isolation guarantees are incomplete 
→ Localhost allows covert cross-process communication with no user visibility. 

We reveal the first real-world deployment of covert web & app identity linkage 
→ Meta & Yandex bridged cookies to AAIDs and logged-in identities silently—impacting billions. 

Platform assumptions must be re-evaluated 
→ “No permission = no access” breaks when localhost is in the middle. 

Existing defenses are ineffective 
→ Sandboxing, incognito mode, and permission models offer no meaningful protection 

Fixes are partial—attack surface remains 
→ Addressing this requires platform-centric solutions: deeper sandbox enforcement, consent-aware networking, and 
web-to-app auditing.

Conclusion

Thank you!  
Aniketh Girish 

aniketh.girish@networks.imdea.org

Disclosure website

mailto:aniketh.girish@imdea.org

