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Privacy Pass Downside: Cost Differences

= - @

© @
k4

[For instance, different bandwidth requests to an IP Proxy }

task1




Privacy Pass Downside: Can’t React to Abuse
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Anonymous State Machines
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Anonymous Credit Tokens
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Anonymous Abuse Counters
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Combining Anonymous State Machines

e Take the AND of two state machines

e State = (State1, State2)
e Transition(State, t, State’) = Transition(State1, t, State1’) && Transition(State2, t, State2’)



Anonymous Credit Tokens with Abuse Counters (L= 1)
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Problem: Long Term Abuse Tracking

- How to Propagate

This Signal Back to
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Solution: Returning Our Abuse Counters After Use
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Users can choose not to return their abuse counters,
but then we can lower their quota or ban them from
anonymous usage entirely.




Concurrency Control

e For Single-Use Tokens:
o Resources Allocated = Number of Tokens Issued = Number of Concurrent Sessions
e For Anonymous Credit Tokens

o Concurrent Sessions = Number of Credit Tokens
o Resources Allocated = Number of Credits Issued /Inside the Tokens



Concurrency in Action: Deducting Sessions, Aggregating Abuse
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Specifications and Source Code

e |ETF Draft for Cryptography (Not vet on datatracker, no abuse counters)
e Rust Implementation



https://samuelschlesinger.github.io/ietf-anonymous-credit-tokens/draft-schlesinger-cfrg-act.html
https://github.com/SamuelSchlesinger/anonymous-state-machines

Questions for You

e Does this work belong in Privacy Pass?



