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Summary of Updates

v New traffic monitor policy
v’ Default combination of traffic policies

v" Relationship with FIB-based uRPF

v" Sections layout, wording & expression......



Updates of Traffic Monitor Policies

B New monitor policy added: ‘Count’ -- the number of ‘invalid’ packets per SAV rule

There are also traffic monitor policies, which are optional and can be taken together with any
other policies (traffic control policies and traffix monitor policies). Some examples of the traffic

« "Sample": Capture the packets with a configurable sampling rate and reports them to remote
servers (e.g., security analysis center) for further threat awareness and analysis.



Default Policies Combination

Per discussion with Jeff in chat box in ietf 122 savnet session

mRecommended default traffic handling policy combination

> traffic control policy “discard” + traffic monitor policy “count”

mthe default combination could be modified

> per system / interface / SAV mode, or for a specific SAV rule



Relationship with Traditional SAV Tools

Relationship  Description Case: loose uRPF + SAV Mode 2 Prons and Cons
Substitute both strict uRPF and loose uRPF for a specific interface, final prefix  * new capabilities for each
can be replaced by SAV mode 1 -- allowlist: prefix list in loos uPRF - rule supported
interface based prefix allowlist blocklist for SAV mode 2 * the scale of SAV rules for
loose uRPF might be very
big
Composite traditional uRPF tools(specially for a specific interface, loose uURPF  * the scale of SAV rules migh
loose uRPF) and new SAV Mode and SAV mode 2 is executed in be small
coexist seguence * no new capabilites for uRPF

rule
* twice validation operation

Substitute relationship is suggested if conditions permit (control plane memory space etc.)




Thanks!

Any Comments?



