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What is IPSIE WG?

 Interoperability Profiling for Secure Identity in the Enterprise (IPSIE) Working
Group develops interoperability and security profiles of existing specifications
that enable secure identity management within the enterprise.

e Chartered in the OpenlD Foundation in late 2024

 Co-chairs / co-editors Aaron Parecki & Dean H. Saxe



So you’re writing new standards...?

xkecd 927 does not apply here

» |PSIE seeks to enhance interoperability with
existing standards, not write new standards

 If the WG identifies missing functionality, we will
work with the appropriate WGs to advocate for
a solution

 Example: OpenID Connect Enterprise
Extensions is being developed in the OpeniD
Foundation A/B Connect WG to create new
claims for ID tokens

HOW_ STANDARDS PROUFERATE:

(685 A/C CHARGERS, CHARACTER ENCODINGS, INSTANT MESSAGING, ETC)

SITUATION:
THERE ARE
|4 COMPETING
STANDPRDS.

7! RiDICULoLS!

WE NEED To DEVELOP
ONE UNIVERSAL STANDARD
THAT COVERS EVERYONE'S
USE CASES. YERH!

SITUATION:
THERE. ARE
15 COMPETING
STANDPRDS.




2. ID Token Claims

An ID Token is defined in Section 2 of OpenID Connect Core 1.0.

Following are OPTIONAL claims that may be included in an ID Token:

2.1. session_expiry

The session_expiry claim is a JSON integer that represents the Unix timestamp (seconds since epoch)
indicating when a session created from the ID Token MUST expire.

2.2. tenant

The tenant claim is an opaque JSON string that represents a tenant identifier and MAY have the value
personal, organization or a stable OP unique value for multi-tenant OPs. The personal value is reserved
for when Accounts are managed by individuals. The organization value is reserved for Accounts managed by
an organization.

Screenshot of https://openid.github.io/connect-enterprise-extensions/main.html captured July 14, 2025.



https://openid.github.io/connect-enterprise-extensions/main.html

What’s new since IETF 122?

» Defined security outcomes (“IPSIE Levels”) for identity services and
applications on two tracks

e Session Lifecycle (SL*)
 |dentity Lifecycle (IL*)
* Higher levels add additional security capabilities for compliant services

 https://github.com/openid/ipsie/blob/main/ipsie-levels.md



https://github.com/openid/ipsie/blob/main/ipsie-levels.md

IPSIE Levels

IPSIE
LEVEL

SL1

SL2

SL3

Application (aka RP)

- MUST meet NIST 800-63-4 FAL2 compliance*
- Application-specific session lifetime MUST be set from the
assertion

- MUST terminate sessions at the request of the Identity Service

- MUST communicate session state changes to Identity Service

- MUST support Create, Update and Delete of users by the Identity
Service prior to sign-in

- Local Create, Update, and Delete of users and the Identity Service
provided profiles SHALL NOT be allowed

- MUST support mapping group claims to application roles and
capabilities

- MUST expose application roles to the Identity Service

Identity Service

- MUST meet NIST 800-63-4 FAL2 Compliance*
- MUST enforce MFA and communicate an
authentication class to the Application

- MUST enforce authentication method requests
from Application

- MUST communicate user, session, and device
state changes to the Application

- MUST synchronize provisioned users and their
profile data to the Application

- MUST synchronize user group membership claims
to Application

- MUST consume Application roles and map to users
- MUST synchronize user role claims to Application




What’s new since IETF 122?

e OpenlD Connect SL1 draft adopted by the WG
e Second draft expected soon
« Common Requirements draft may have been adopted by IETF123...7
« Defines common security requirements that apply across all IPSIE profiles

« e.g. TLS, cryptography, globally unique identifiers



What’s new since IETF 122?

* Proposal for IL1 SCIM is in early draft

 https://github.com/openid/ipsie/pull/72

» Seeking additional reviewers of this draft before WG call for adoption


https://github.com/openid/ipsie/pull/72

What’s next?

WG aims to deliver an OIDC SL1 Interoperability Profile in September, 2025
e OIDC SL1 interop planning is underway

 December 2025 or January 2026 in San Francisco, CA (and remote)

 More information soon...



IPSIE Links

» |PSIE WG Homepage https://openid.net/wg/ipsie/

e Links to the mailing list, contribution agreement, etc.

« |[PSIE WG GitHub repo https://github.com/openid/ipsie/

« Wiki w/ meeting notes
e |ssues/PRs/WG documents

» Co-chairs email - openid-specs-ipsie-owner@lists.openid.net


https://openid.net/wg/ipsie/
https://github.com/openid/ipsie/

Q&A



