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Protocol update

We adopted a document (draft-ietf-scone-protocol-2)!

SCONE: based on original TRAIN draft.

Basic idea: SCONE packets using QUIC Long Header and two versions.
Two versions encoding different ranges of throughput advice.

No longer overlapping ranges of throughput advice.

Endpoint sends “SCONEZ2" and network element changes the version if it
needs to express the lower range.

e Protocol wire format is functional as-is.



Early Indications: What's the problem (issue #5)?

e Existing systems use expensive SNI-based
flow detection.

e These systems hook into new UDP flows and
decrypt QUIC initials to extract the SNI, then
apply the policy.

e [t would be very nice if SCONE obviates the
need to do this, which also helps enable ECH.

e \Without indications, there is a risk of minimal
uptake of SCONE in real networks.



https://github.com/ietf-wg-scone/scone/issues/5

Expressed Concerns

e Indications can turn into a new fingerprinting vector
e Indications can lead to application of existing policies on flows indicating
SCONE

Proposal: Encourage endpoints to send SCONE indications on all QUIC flows.

e If enough flows are indicating SCONE, the indication becomes useless for
fingerprinting and as a trigger for legacy policies.



Expressed Concerns

Concern:;

e If SCONE is universally used why do we need a SCONE indication?

Answer:

e There will likely be a transition period where CSPs will want to maintain
current DPI-based policies for non-SCONE traffic.

e Assuming all traffic is SCONE means that all traffic is bypassing the legacy
policies or that DPI has to be used on all traffic, even with SCONE in place.



Indication Requirements

Relatively simple requirements

e Part of the first datagram used by a client to establish the UDP tuple.
e Accessible by a network element without having to decrypt the QUIC Initial.



Consensus Call?

Need a path forward:

e Are we supportive of including an Indications mechanic in the protocol?
e If there is consensus, we can explore and test various design directions.



Conformance measurement (issue #20)

TL;DR: What does “throughput advice” mean anyway?

e How should network elements and endpoints attempt to measure it?

e Should this be in the base specification?
o Ifit's not, what are endpoints supposed to do with the information?

e Current proposed approach (#37): Sliding window algorithm with fixed 60s or
120s minimum window.



https://github.com/ietf-wg-scone/scone/issues/20
https://github.com/ietf-wg-scone/scone/pull/37

Client-side explicit ACK (Issue #7)

Should clients acknowledge receipt of throughput advice?
Argument:

e Increases trust in that clients will conform.
Counter-arguments:

e Network elements can never assume that throughput advice are guaranteed
to be followed, regardless if they are acked or not.

e Networks will do conformance measurements.

e If SCONE packets are sent frequently, loss is not an issue.


https://github.com/ietf-wg-scone/scone/issues/7

