
BGP AS_PATH Verification Based on Route 
Path Authorizations (RPA)

IETF 123 SIDROPS

Jul. 2025

Yangfei Guo, Shenglin Jiang

draft-guo-sidrops-rpa-profile-00
draft-xu-sidrops-rpa-verification-00

https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-guo-sidrops-rpa-profile/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/
https://datatracker.ietf.org/doc/draft-xu-sidrops-rpa-verification/


RPA Goals

• Basic BGP route propagation pattern
• Receive routes from Previous AS and accept them

• Update routes to Next AS according to local routing policy

• Only three ASes are involved
• Previous, can be null (i.e., the originator)

• Local

• Next, can be null (i.e., the destination)

• Detect route propagation that violates local routing path

• Prevent route leaks
• Verify the validity of BGP AS_PATH according to RPAs

AS P AS C AS N



RPA signed object

RPA

version

asid

routePathBlocks

• IRR-autnum

• As stated in RFC7682, issues with data quality have 
limited the practical use of the autnum object’s policy 
attributes

• Route Path Authorizations (RPA)

• version: 0

• asid: local AS number, issuer’s AS number

• routePathBlocks: routing path description

• previousASes: upstream ASes. If it is None, it means 
local AS is originator

• nextASes: downstream ASes

• origins: optional field, origin ASes, references to 
ROA/SPL/... Default is None for any

• prefixes: optional field, default is None for any

previousASes

nextASes

origins

prefixes

previousASes2

nextASes2

origins2

prefixes2

……



Register RPAs (1)

• RPAA[A, <[], [B, E], [], []>]

• RPAB[B, <[A], [C], [], []>]

• RPAE[E, <[A], [C], [], []>]

• RPAC[C, <[B, E], [D], [], []>]

• RPAD[D, <[C], [], [], []>

Scenario1: The permitted routing 

path from AS A to AS D is

{D, C, B, A} or {D, C, E, A} 

AS A AS B AS C AS D

AS E

ex. RPAASN [asid, <[previousASes], [nextASes], [origins], [prefixes]>, ...]



Register RPAs (2)

• AS S has registered ROA/SPL
• ROAS[pS; AS S]    SPLS[AS S; pS]

• RPAA[A, <[], [B, E], [], []>]

• RPAB[B, <[A], [C], [], []>]

• RPAE[E, <[A], [C], [], []>]

• RPAC[C, <[B, E], [D], [], []>, <[E], [D], [S], []>]

• RPAD[D, <[C], [], [], []>

Scenario2: The prefix belonged to AS S 

MUST be routed following this path 

{D, C, E, A, ^, S}

AS A AS B AS C AS D

AS E

AS S

ex. RPAASN [asid, <[previousASes], [nextASes], [origins], [prefixes]>, ...]



Register RPAs (3)

• RPAA[A, <[], [B, E], [], []>]

• RPAB[B, <[A], [C], [], []>]

• RPAE[E, <[A], [C], [], []>]

• RPAC[C, <[B, E], [D], [], []>, <[E], [D], [S], []>, <[E], [D], [], [pA]>]

• RPAD[D, <[C], [], [], []>

Scenario3: The specified prefix pA

MUST be routed following this path 

{D, C, E, A}
AS A AS B AS C AS D

AS E

AS S

ex. RPAASN [asid, <[previousASes], [nextASes], [origins], [prefixes]>, ...]



Verification

AS A AS B AS C AS D

Step 1
Per-AS:

Step 2
AS_PATH:

VALID

RPAA object

PreviousASes

NextASes B,E

Origins

Prefixes

VALID VALID VALID

VALID

AS_PATH

RPAB object

PreviousASes A

NextASes C

Origins

Prefixes

RPAC object

PreviousASes B,E

NextASes D

Origins

Prefixes

RPAD object

PreviousASes C

NextASes

Origin

Prefix



• For example, AS C receives:
• Prefix: p

• AS_PATH: {E, A, ^, X}

• IF RPAC is issued
• IF RPAC contains [C, < previousASes, nextASes, [], prefixes >]  and p ∈ prefixes

• IF E ∈ previousASes and D ∈ nextASes => VALID

• ELSE => INVALID

• ELIF RPAC contains [C, < previousASes, nextASes, origins, []>]  and X ∈ origins

• IF E ∈ previousASes and D ∈ nextASes => Perform ROVX(P) and SPLX(P)

• ELSE => INVALID

• ELIF RPAC contains [C, < previousASes, nextASes, [], []>] and E ∈ previousASes
and D ∈ nextASes => VALID

• ELSE => INVALID

• ELIF RPAC doesn’t be issued
• => UNKNOWN

Per-AS verification

AS A AS B AS C AS D

AS E

AS X



• For AS_PATH{D, C, B, A}

• AS D verifies each RPA

• Each RPA verification result is VALID

• VALID

• Any RPA verification result is VALID and others’ results are UNKNOWN

• WEAKLY VALID

• Any RPA verification result is INVALID

• INVALID

• Others

• UNKNOWN

BGP AS_PATH verification

AS A AS B AS C AS D

AS E



Analysis: total number of RPAs

• 𝑇𝑜𝑡𝑎𝑙 𝑅𝑃𝐴 𝑜𝑏𝑗𝑒𝑐𝑡𝑠: One AS only needs to register one RPA object. 
Refer to the autnum objects[1], it has about 80,000 RPA objects

[1] S. He, I. Cunha, and E. Katz-Bassett, “RPSLyzer: Characterization and Verification of Policies in Internet Routing 

Registries,” in Proceedings of the 2024 ACM on Internet Measurement Conference, in IMC ’24. New York, NY, USA: 

Association for Computing Machinery, Nov. 2024, pp. 365–374. doi: 10.1145/3646547.3689018.



Q & A
➢ Scalability（ RPA object scale）（by Jakob , 

Job & Sriram ）

Per-AS has only one RPA object.

The total number of RPA objects is similar to the 

active AS numbers in the Internet.

➢ How does RPA Object get bootstrapped？(by 

Sriram)

Each AS needs to register RPA objects based on its 

own policies and peer relationships.

This is similar to `import / export` policies in aut-num 
object.

➢ Security under partial deployment（ by Randy 
&  Sriram & Chris）

Deploying brings immediate benefits: once an AS 

is deployed, it can prevent malicious actions from the 

upstream-AS and also prevent route leaks caused by 
misconfigurations at the downstream-AS.

➢ Compared with ASPA/ASRA, what are the 

advantages? ( by Sriram & Chris & Nan)

By taking prefixes into consideration, RPA provides 

more fine-grained anti-hijacking protection and traffic 

engineering capabilities.

➢ Privacy（by Jakob & Chris）

It is recommended that ASes that are vulnerable to 

route hijacking or route leaks register first.



Thank you!

Jul. 2025

IETF 123 SIDROPS

Many many thanks to those who give us suggestions and comments:

Jakob Heitz, Job Snijders, Randy Bush, Sriram Kotikalapudi, 

Christopher Morrow, Nan Geng, and so on.
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