Trust and security

* Initial draft exists; requesting WG adoption

* Overview of types of security concerns

* Overview of levels of trust

* Choice of whether to do automatic processing



Overall approach

* The draft generally describes what code does
today for similar problems:

e Calendar invitations

e Gmall’s structured data
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e prescriptive

oe abstract/theoretical/highlevel



Types of security concerns

* Automatic processing allows remote execution

* Possible divergence between structured data
and for-display data

* Senders may be able to extract data
* More types?



Display or automatic processing

* Automatic processing performs actions
* Display displays based on structured data
* More action = additional risk

 Advice on choice based on sender?



Privileged senders

e Gmall has a site-wide list of trusted senders
e User’s address book is used sometimes
 Can DMARC or DKIM be leveraged?

* Privileged senders are a problem for some
sender (e.g. users of Drupal/Wordpress), can we
avoid privileged senders?



Already-trusted senders

* Sender sends “thanks for your order”, then “your
order has been shipped”

* If the user seems to find the first message OK,
the software may regard subsequent messages
as trustworthy



Other trusted senders

* Sender sends “thanks for your order”, Paypal
sends “You have paid $3$$ to...”, both with the
same long transaction ID

* There are comparatively few payment processors
(fewer than museums, shops etc)

* Payment processors are vetted by banks etc
* We can leverage that via the transaction ID



Use cases

* The draft currently notes that some uses cases
have higher risks

* Do we need to say anything, or anything more?
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