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What is SCHC?

ETF

Static Context Header Compression - A header compression & fragmentation
framework - RFC8724

O  Adopted by several SDOs: DLMS, IEC, ISO, Lora Alliance

O  Several industrial and open-source implementations, deployed in critical infrastructure since 2021

It's a framework

O  Generic, defined for highly asymmetric, constrained networks (4 different LPWAN tech)

O  Today, multiple applications: satellite, delay and disruption tolerant networks, energy-harvesting
ambient IOT, underwater acoustic, ultra-low latency communications, PPP, IPsec, 6LO, etc.

Stateless compression
O  Based on static contexts shared by communicating end-points
O  Datagram based - one lost datagram, or million lost datagrams, don't affect operation

O  RTT-agnhostic

Low computational complexity — could be applied to Tbps traffic
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Illustration

* Compression can happen on Earth, or any other place — this is just an illustration
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Example of a rule used for selection, compression, and

decompression

S T Y N fommmmmmmmme o fommmmmm oo fommmmmmmm e + I?,EZ?‘:,fz:
| ELD | FL EF DI | Iy | M0 | CDA | 9363
I I I I I I ' A
e s tm—mm—fmm——f———— o mm——m— fmmmmmmm—m— o — e mm +

| IPwée Version | 4 1 BEi | & | egual | met-sent |

| IPwo Diffserv | B 1 Ei | O | egual | not-sent |

| IPwéd Flow Label | 20 1 BEi | O | egual | met-sent |

| IPwt Length | 1a 1 BEi | | ignore | compute-* |

| IPwét Wext Header | B 1 BEi | 17 | egual | met-sent |

| IPwt Hop Limit | B 1 Ei | 64 | egual | not-sent |

| IPwe DevPrefix | &4 1 Bi |2606:4700:10::/64] agual | not-sent |

| IPwt DewIID | &4 1 BEi | | ignore | =ent |

| IPwe AppPrefix | &4 1 BEi |2001l:doB:1l::/64| esgual | not-sent |

| IPwéd ApplID | &4 1 Bi | ==l | egual | met-sent |

- . T - O T - e e e -

| UDF DevPort | 1a 1 BEi | 492152 | MEB{2) | LB |

| UDF AppPFort | 1a 1 Ei | 443 | egual | not-sent |

| UDF Length | 1a 1 Ei | | ignore | compute-* |

| UDF Checksum | 1a 1 Ei | | ignore | compute-* |

Bl el e e e s e e e L

FID = Field ID

FL = Field Length {(bits); FP = Field Peosition (for IEF/UDF always =1}
DI = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operator ; CDA = Compression/Decompressicon Action

,ETF.=\MA= 2

Size of a rule: less than 50B
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Depending on traffic, expect 2%-10% gains
o IPv6/UDP header (48B) can be compressed
= Downto1-2B, or 20B-30B in worst-case scenarios

o IPv4/UDP header (28B) can be compressed
= Down to1-2B, or 15B-20B in worst-case scenarios

o That is before FEC -> gains are bigger “on the wire”

o If nocompression rule exists for a traffic, it will be sent “as is”. That should be a
rarity, but it means no service interruption or runtime complexity

. Vay A
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It's not magic, depending on the flows, headers can be static by nature

(ex. 48B -> 1B ... 18B)

Source Destination Protocol Length Info

2001:db8:1::1 2606:4700:10::6816:826 QUIC 1292 Initial, DCID=203f9e9f68698274, Pk
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Protected Payload (KPQ)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Protected Payload (KPQ)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Handshake, SCID=0130dfc5a@47ebacdz
2606:4700:10::6816:826 2001:db8:1::1 QUIC 807 Handshake, SCID=0130dfc5a@47eb6acd:
2001:db8:1::1 2606:4700:10::6816:826 QUIC 115 Handshake, DCID=0130dfc5a@47e6acd:
2001:db8:1::1 2606:4700:10::6816:826 QUIC 147 Handshake, DCID=0130dfc5a@47e6acd:
2001:db8:1::1 2606:4700:10::6816:826 QUIC 143 Protected Payload (KP@), DCID=013¢
2001:db8:1::1 2606:4700:10::6816:826 QUIC 540 Protected Payload (KP@), DCID=013¢
2606:4700:10::6816:826 2001:db8:1::1 QUIC 648 Protected Payload (KPQ)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 86 Protected Payload (KPQ)
2001:db8:1::1 2606:4700:10::6816:826 QUIC 107 Protected Payload (KP@), DCID=013¢
2606:4700:10::6816:826 2001:db8:1::1 QUIC 86 Protected Payload (KPO)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 111 Protected Payload (KPQ)
2001:db8:1::1 2606:4700:10::6816:826 QUIC 109 Protected Payload (KP@), DCID=013¢

|ETF‘=W\\/\= 14




It's not magic, depending on the flows, headers can be static by nature

(ex. 48B -> 1B ... 18B)

Source Destination Protocol Length Info
2001:db8:1::1 2606:4700:10::6816:826 QUIC 1292 Initial, DCID=203f9e9f68698274, Pk
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Protected Payload (KPQ)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Protected Payload (KPQ)
2606:4700:10::6816:826 2001:db8:1::1 QUIC 1262 Handshake, SCID=0130dfc5a@47ebacdz
2606:4700:10::6816:826 Internet Protocol Version 6, Src: 2001:db8:1::1, Dst: 2606:4700:10::6816:826
2001:db8:1::1 9110 .... = Version: 6
2001:db8:1::1 ... 0000 0000 .... .. .... = Traffic Class: 0x@0@ (DSCP: CS@
2001:db8:1::1 «x:. 0011 0000 Q000 0000 000@ Flow Label: 0x0000
Payload Length: 486
2001:db8:1::1
Next Header: UDP (17)
2606:4700:10::6816:826 Hop Limit: 64
2606:4700:10::6816:826 Source Address: 2001:db8:1::1
2001:db8:1::1 Destination Address: 2606:4700:10::6816:826
2606:4700:10::6816:826 [Destination GeoIP: ASN 13335, CLOUDFLARENET]
2606:4700:10: :6816:826 User Datagram Protocol, Src Port: 50280, Dst Port: 443
. I Source Port: 50280
2001:db8:1::1 Destination Port: 443
Length: 486
Checksum: 0x8dfl [unverified]
[Checksum Status: Unverified]
[Stream index: @]
[Timestamps]
UDP payload (478 bytes)
=— A

1 ETF 60 00 00 00 01 6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 6801 bb 01 €6 8d f1




Example

Matching

—
6} 00 00 00 01 e6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 6801 bb 01 €6 8d f1
-]

Rule ID = 1, size 2 bits

Frmmm e ————— Fmm——— tommm e mm——— Fmmm e —— Fmm e ——— 4
| F1D | FL | FF | DI | I | M0 |
Frmmm e ————— Fmm——— tommm e mm——— fmmmm Fmmmm 4
| IFwd4 Weraicn |4 | 1 | Bi | X
| IPwd IHL | 4 |1 | Bi | & | equal I
| IPwd DSCE I & |11 | Bi |0 | equa I
| IPwd ECH I 2 |1 | Bi | @ | equa I
| IPw4 Total Length |16 | 1 | Bi | | ignore |
| IPwvd4 Identification |16 | 1 | Bi | | ignore |
| IPwd Flags | 2 |1 | Bi |0 | equa |
| IPwd4 FragmentOff |13 |1 | Bi | 0O | egqua |
| IPwd4 TTL | & | 1 | Bi | &4 | egua |
| IPwd4 PFrotocol | & | 1 | Bi | 17 | egua |
| IPwvd4 Header Checksum |16 | 1 | Bi | | ignore |
| IPvd Devhddress | 32 | 1 | Bi | 1%2.0.2.1 | egqua |
| IPwvd4 ApphAddress | 32 |1 | Bi | 1%2.0.2.100 | egual |
- e e e e e tmmm— t====t===== 4 e - e e e o
| UDP DevPort | 16 | 1 | Bi | 43152 | MSB({2) |
| UDP AppPFort | 16 | 1 | Bi | 443 | egqual |
| UDP Length |16 | 1 | Bi | | ignore |
| UDPF Checksum | 16 | 1 | Bi | | ignore |
Fmm e ————— Fmm——— Fomm Fommm e —— Fmm e ——— 4
FID = Field ID
FL = Field Length (bits); FF = Field Position (for IE/UDF always =1}
DI = Directien Indicator (Bidirecticnal, Up, Down)

_ MO = Matching Operator ; CDA = Compression/Decompression Actiaon

' — R Y=
1l ET F 16




Example
Matching

Bule ID = 2, size Z bits

e et t————F————f———— e ——————— tmm——————— +
| FLD | FL EFF 0I | IV | i |
| I | | |
e ——————————————— e ——— e ———————— fmm——————— +
| IPwE Version | 4 1 Bi [ & | [=aual | V
| IPwg Diffserwv | B 1 Ei | o | egual |
| IPvwE Flow Label | 20 1 Ei | O | egual |
| IPvwE Length | 1& 1 Ei | | ignore |
| IPwf Mext Header | B 1 Ei | 17 | egual |
| IPwE Hop Limit | E 1 Ei | &4 | egual |
| IPwE DevFrefix | &4 1 Bi |2606:4700:10::064] egual |
| IPw6E DewIID | &4 1 Ei | | ignore |
| IPwe AppFrefix | &4 1 Bi |200lcdo@:lz:/ 64| egual |
| IPwvE ApplID | &4 1 Bi | ::1 | egual |
- e o e e e o e o - e - e e s teemEs - +
| UDF DeavPort | 1@ 1 Ei | 49152 | MsSB{2) |
| UDF AppFort | 1& 1 Ei | 443 | egual |
| UDF Length | 16 1 Ei | | ignore

| U0F Checksum | 18 1 Ei | | ignore |
st DT T L R L e et T tmeeEsmEa = +

FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operator ; CDA = Compression/Decompression Act

N e——m
IETF'W 17




Example

Matching

—
——4)00000001 €6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 6801 bb 01 €6 8d f1

e et t————F————f———— e ——————— tmm——————— +
| FLD | FL EFF 0I | IV | i |
| I | | |
e ——————————————— e ——— e ———————— fmm——————— +
| IPwE Version | 4 1 Ei & [ equal | V
| IPvE Diffserv | B 11 Bi [0 I[=qual IR 4
| IPvwE Flow Label | 20 1 Ei | O | egual |
| IPvwE Length | 1& 1 Ei | | ignore |
| IPwf Mext Header | B 1 Ei | 17 | egual |
| IPwE Hop Limit | E 1 Ei | &4 | egual |
| IPwE DevFrefix | &4 1 Bi |2606:4700:10::064] egual |
| IPw6E DewIID | &4 1 Ei | | ignore |
| IPwe AppFrefix | &4 1 Bi |200lcdo@:lz:/ 64| egual |
| IPwvE ApplID | &4 1 Bi | ::1 | egual |
- e o e e e o e o - e - e e s teemEs - +
| UDF DeavPort | 1@ 1 Ei | 49152 | MsSB{2) |
| UDF AppFort | 1& 1 Ei | 443 | egual |
| UDF Length | 16 1 Ei | | ignore |
| U0F Checksum | 18 1 Ei | | ignore |
st DT T L R L e et T tmeeEsmEa = +
FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)
MO = Matching Operator ; CDA = Compression/Decompression Act

N e——m
IETF'W 18




Example

Matching

p—
——66-60 00 00|01 €6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 6801 bb 01 €6 8d f1

il e — i ——— fmmm Fomm 4

| FLD | FL EFF 0I | IV | i |

| I | | |

fmmmm e - tmmm—tm——————— fmmmmmmm————— fmmmm—————— +

| IPwE Version | 4 1 Ei & [ equal | V
| IPvwE Diffserv | B | 1 BEi [ O Il equal I ¢
| IPvE Flow Label | 20 | 1 Bi M'J— | e (IR 4
| IPvwE Length | 1& 1 Ei | | 1gnors |

| IPwf Mext Header | B 1 Ei | 17 | egual |

| IPwE Hop Limit | E 1 Ei | &4 | egual |

| IPwE DevFrefix | &4 1 Bi |2606:4700:10::064] egual |

| IPw6E DewIID | &4 1 Ei | | ignore |

| IPwe AppFrefix | &4 1 Bi |200lcdo@:lz:/ 64| egual |

| IPwvE ApplID | &4 1 Bi | ::1 | egual |
+=mEmEm e ————— - e e e e e ——— +mmm e —— +

| UDF DevPort | 18 1 Ei | 43152 | MEB{2) |

| UDF AppFort | 1& 1 Ei | 443 | egual |

| UDF Length | 16 1 Ei | | ignore |

| U0F Checksum | 18 1 Ei | | ignore |
e o s o e e - - - - e e e + e — +

FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)
MO = Matching Operator ; CDA = Compression/Decompression Act

N e——m
IETF'W 19




Example
Matching

e ——————————————— e ——— e ———————— fmm——————— +
| IPwE Version | 4 1 Ei & [ equal | V
| IPvwE Diffserv | B | 1 BEi [ O Il equal I ¢
| IPvwE Flow Label | 20 1 Ei t |[[egqual | V
| IPwE Length | 18 1 Ei | |[1gnore | «
| IPwf Mext Header | B 1 Ei | 17 | "egual |

| IPwE Hop Limit | E 1 Ei | &4 | egual |

| IPwE DevFrefix | &4 1 Bi |2606:4700:10::064] egual |

| IPw6E DewIID | &4 1 Ei | | ignore |

| IPwe AppFrefix | &4 1 Bi |200lcdo@:lz:/ 64| egual

| IPwvE ApplID | &4 1 Bi | ::1 | egual |

- e o e e e o e o - e - e e s teemEs - +

| UDF DeavPort | 1@ 1 Ei | 49152 | MsSB{2) |

| UDF AppFort | 1& 1 Ei | 443 | egual |

| UDF Length | 16 1 Ei | | ignore

| U0F Checksum | 18 1 Ei | | ignore |

st DT T L R L e et T tmeeEsmEa = +

FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)
MO = Matching Operator ; CDA = Compression/Decompression Act

N e——m
IETF'W 20




Example

Matching

—

il e — i ——— fmmm Fomm 4

| FLD | FL EFF 0I | IV | i |

| | | | |

fmmmm e - tmmm—tm——————— fmmmmmmm————— fmmmm—————— +

| IPwE Version | 4 1 Ei & [ equal | V
| IPvwE Diffserv | B | 1 BEi [ O Il equal I ¢
| IPvwE Flow Label | 20 1 Ei t |[[egqual | V
| IPwE Length | 18 1 Ei | |[1gnore | «
| IPwE Wext Header | E 1 Bi rl-'_l |[Equal | V
| IPwE Hop Limit | E 1 Ei [T o | "Equar |

| IPwE DevFrefix | &4 1 Bi |2606:4700:10::064] egual |

| IPw6E DewIID | &4 1 Ei | | ignore |

| IPwe AppFrefix | &4 1 Bi |200l:do@:zl::/64| egua |

| IPwvE ApplID | &4 1 Bi | ::1 | egual |
+=mEmEm e ————— - e e e e e ——— +mmm e —— +

| UDF DevPort | 18 1 Ei | 43152 | MEB{2) |

| UDF AppFort | 1& 1 Ei | 443 | egual |

| UDF Length | 16 1 Ei | | ignore

| U0F Checksum | 18 1 Ei | | ignore |
e o s o e e - - - - e e e + e — +

FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)
MO = Matching Operator ; CDA = Compression/Decompression Act

N e——m
IETF'W 21




Exa

mple

Matching

r—

6|ca 68IO1 bb 01 €6 8d

to—mmmm— e — - - tm———fm———F———— fmmmmmm—————— tommm +
| FIDO | FL FP oI | TV | MO |
| I | | |
o o o o o o o o o +
| IPwf Version | i 1 Ei & || egual |
| IPwg Diffserwv | B 1 Ei [4] || egual |
| IPwE Flew Label | 20 | 1 Bi o feaoer—11
| IPwE Length | 16 | 1 Bi [FTanores 1!
| IPwé Mext Header | B 1 Ei T I[Mequar 1!
| IPwE Hop Limit | E 1 Bi | Uz |
| IPwé DevPrefix | &4 1 Ei eqoar ]|
| IPwE DewIID | &4 1 Ei | s psrapa-mm B
| IPvE AppPrafix | &4 | 1 Ei [EC0l:dce:lz)/éd (o
| IPwvE ApplID | &4 1 Ei sel |f egual |
e et R SRS R R 4 ER R R EEER R4
| UDPF DavPort | 18 1 Ei J 42152 | R EEETET
| UDF AppFort | 1& 1 Ei | 443 | egual |
| UDF Length | 16 1 Ei | | ignore

| U0F Checksum | 18 1 Ei | | ignore |
R R Sl et e St Rl el R e e Bl s e e Bt e e e e e |
FID = Field ID

FL = Field Length {(bits); FPF = Field Position (for IE/UDF al
0DI = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operator ; CDA = Compression/Decompression Act

ETF

-W\V/E-

A3 S SSSSSSSSN

C—
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Example
Matching

Yersion
Diffserv
Flow Label
Length

Hext Header
Hop Limit
DevPrefix

I B DevIlD

IPve AppPrefix
IPvE BppllD

|

| IPw
| IPw
| IPw
| Ibw
| IPw
|

|

|

|

LBy

-
oh o ohoh o O O O h

S L e e T TR R

| UDF DevPort

| UDF AppFort

| UDF Length

| UDE Checksum

FID = Field ID

o o o o o o o
| i 1 Ei & || egual
| B 1 Ei [4] || egual
| 20 1 1 T | e
| 16 | 1 Bi [fFranoce
| & 1 Ei T IFEquar |
| B 1 Ei | 1
| &4 1 Ei T .
| &4 1 Ei | e
| &4 | 1 Ei [EC0l:rdce:lz]/éd (oo
| &4 1 Ei iol || egual

- - T - I B B
| 16 1 Ei 43152 I|M5312] I
| 16 | 1 Bi @ | e
| 16 | 1 Bi | [Fianoce ]
| 18 1 Ei | |fignore

FL = Field Length {bits); FF = Field Position (for IE/UDF a

DI = Direction Indicator
MO = Matching Operataor ;

N ——m
LTET F V2

(Bidirectional, Up, Down)
ChA = Compression/Decompression Act

1

Rule Nr 2 matches this packet!
Use it for compression!

) > |

23




Example
Compression s

+

| LD | FL = o bDI | T | ol | DA | | S&nt |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— fm—mmmm———————— tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual Ilnet-Eent III Q | 2
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a

| IPvf Flow Label | 20 1 BEi | O | egual | mot-sent 1] @

| IPvEe Length | 186 1 Bi | | ignore | compute-* || a

| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a

| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [

| IPve DevIID | B4 1 Bi | | ignore | =ent || B4

| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @

| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0

| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0

et T T s o DL T B e e e o s T D B P s

FID = Field ID
FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

y ) MO = Matching Operataor ; CDA = Compression/Decompression Action

1 ET k 24




Example

Compression s

—
——4)00000001 €6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 68 01 bb 01 €6 8d f1
| —

Fule ID = 2, size 2 bits

Fmmmmmmmm e p————Fmm——f———— e tmmmm—————— e ettt tt=———————t
| 1D | FL FF oI | T | M40 | A || Sent |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvE Diffserv | B 1 Bi | O | egual | not-sent 1o I 2
| IPvf Flow Label | 20 1 BEi | O | egual | mot-sent 1] @

| IPvEe Length | 186 1 Bi | | ignore | compute-* || a

| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a

| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [

| IPve DevIID | B4 1 Bi | | ignore | =ent || B4

| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @

| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0

| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0

et T T s o DL T B e e e o s T D B P s

FID = Field ID
FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

y ) MO = Matching Operataor ; CDA = Compression/Decompression Action

1 ET k 25




Example

Compression s

p—
——66-60 00 00|01 €6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 68 01 bb 01 €6 8d f1
——

Fule ID = 2, size 2 bits

Fmmmmmmmm e p————Fmm——f———— e tmmmm—————— e ettt tt=———————t
| LD | FL = o bDI | T | ol | DA | | S&nt |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a

| IPvE Flow Label | 20 | 1 Bi | O | equal || net-sent i1 o [ 2
| IPvEe Length | 186 1 Bi | | ignore | compute-* || a

| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a

| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [

| IPve DevIID | B4 1 Bi | | ignore | =ent || B4

| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @

| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0

| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0

et T T s o DL T B e e e o s T D B P s

FID = Field ID
FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

y ) MO = Matching Operataor ; CDA = Compression/Decompression Action
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Example
Compression s

+

| 1D | FL FF oI | T | M40 | A || Sent |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a

| IPvf Flow Label | 20 1 BEi | O | egual | not-sent 1] @

| IPvEe Length | 18 1 Bi | | ignore ||campute—* ||| 0 | 2
| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a

| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [

| IPve DevIID | B4 1 Bi | | ignore | =ent || B4

| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @

| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0

| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0

et T T s o DL T B e e e o s T D B P s

FID = Field ID

FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operataor ; CDA = Compression/Decompression Action
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Example

Compression s

c4 68 01 bb 01 e6 8d f1

- tt=———————t
| FID | FL FF 0oI | T | ol | Cha | | Sent |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a |
| IPvf Flow Label | 20 1 BEi | O | egual | mot-sent 1] @ |
| IPvEe Length | 186 1 Bi | | ignore | compute-* || a |
| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a |
| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-s=nt [
| IPvE DevIID | 64 | 1 Bi | | ignore  ||sent |1 &4 [ 80 00 00 00 1A 05 82 09 00
| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @ ) )
| IPvé RppIID | 64 | 1 Bi | ::l | equal | not-sent [l o | Bt BIS e U=
I 0x8 = 1000
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0 |
| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0 |
et T T s o DL T B e e e o s T D B P s

FID = Field ID

FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operataor ; CDA = Compression/Decompression Action
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Example

Compression s

01 bb 01 €6 8d f1

| 1D | FL FF oI | T | M40 | A || Sent |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a

| IPvf Flow Label | 20 1 BEi | O | egual | mot-sent 1] @

| IPvEe Length | 186 1 Bi | | ignore | compute-* || a

| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a

| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [

| IPve DevIID | B4 1 Bi | | ignore | =ent || &4

| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @

| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - e -+ B e -
| UDF DevPBort | 18 1 Ei | 43152 | MSB{2) L5B |11 14 | 80 00 00 00 1A 0582 09 11 A8
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0

| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0

et T T s o DL T B e e e o s T D B P s

FID = Field ID

FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
01 = Direction Indicator (Bidirectional, Up, Down)

MO = Matching Operataor ; CDA = Compression/Decompression Action
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Example
Compression s

+
| LD | FL = o bDI | T | ol | DA | | S&nt |
| | | | | |1 [bits] |
Fmmmmmmmm e p————Fm———F———— e tmmmm—————— tmmmmm e m tt=———————t
| IPwE Wersion | iL 1 Bi | 6 | egual | mot-sent 1] @ |
| IPvg Diffserwv | B 1 Bi | O | egual | not-sent || a |
| IPvf Flow Label | 20 1 BEi | O | egual | mot-sent 1] @ |
| IPvEe Length | 186 1 Bi | | ignore | compute-* || a |
| IPvE MHext Header | B 1 Bi | 17 | egual | not-sent || a |
| IPve Hop Limit | B 1 BEi | b4 | egual | mot-sent || 0 |
| IPvE DevwPrefix | &4 1 Bi [2606:4700:19::/64| egual | not-sant [
| IPve DevIID | B4 1 Bi | | ignore | =ent || B4 |
| IPvE RppPFrefix | &4 1 Bi [2001:dbB:z1l::/64| egual | mot-sant || @
| IPvE RAppllD | &4 1 Bi | =1 | egual | not-sent |1 0 |
o e - - - - - e e e -+ B e -
| UDF DewFort | 18 1 Ei | 49152 | MsB{2) | LSB |1 14 |
| UDF AppPort | 18 1 Bi | 443 | egual | mot-sent || 0 |
| UDF Length | 168 1 BEi | | ignore | compute-* |1 0 |
| UDF Checksum | 168 1 BEi | | ignore | compute-* |1 0 | 1OB
et T T s o DL T B e e e o s T D B P s v

FID = Field ID
FL = Field Length {(bits); FP = Field Position (for IF/UDPF always =1}
0DI = Direction Indicator (Bidirectional, Up, Down
. S r O b . Compressed
y ) MO = Matching Operataor ; CDA = Compression/Decompression Action SCHCd t
atagram
g 30

| 80 00 00 00 1A 0582 09 11 A8
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Example

Decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

tom—mmm e — i s tm—mmm—————— tom———————— tmmmmm e ————— tt=——m————= -
| FID | FL FF oI | T+ | MO | CDA || Sent |
| | | | | Il [bits] |
tom—mmmm e — - tm—m——fm———F———— tm—————————— to————————— tmmmmm e ————— +t=——————— +
00 00 00 00 68 16 08 24 46 A0 | IPwe Version | 4 1 Bi | & ﬂ equal not-sent | .
| IPwe Diffserwv | B 1 Bi | @ | egual not-sent || O |
| IPwf Flow Label | 240 1 Ei | O | egual | mot-sent |1 @ |
| IPFwd Length | 1a 1 Bi | | ignore | compute-* |1 @ |
| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @
| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |
| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0
| IPwf DewIID | &4 1 Bi | | ignore | sent || &4
| IPwh BABppPrefix | &4 1 Bi |2001:db@:zl::/ 64| egual | mot-sent ||
| IPwe ApplID | &4 1 Bi | =1 | egual | not-3ent |1 @ |
s e T L == o —— + === === -
| UDF DewFort | 1@ 1 BEi | 49152 | MER{2) | L=B Il 14 I
| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |
| UDF Length | 1a 1 Bi | | ignore | compute-* || O |
| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
- e e S - - o e - o e e e B -
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Example

Decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

tom—mmm e — i s tm—mmm—————— tom———————— tmmmmm e ————— tt=——m————= -
| FID | FL FF oI | T+ | MO | CDA || Sent |
| | | | | Il [bits] |
tom—mmmm e — - tm—m——fm———F———— tm——m——————— tm———————— tmmmmmm e ————— +t=——————— +
| IPwd Verzion | " 1 Bi B | egual not-sent |1 @ |
00 00 00 00 68 16 08 24 46 A0 | IPwE Diffserwv | B 1 Bi a ﬂ egual not-sent | || O
| IPwf Flow Label | 240 1 BEi [] | egual not-sent |1 @ |
| IPFwd Length | 1a 1 Bi | | ignore | compute-* |1 @ |
| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @
| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |
| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0
| IPwf DewIID | &4 1 Bi | | ignore | sent || &4
| IPwh BABppPrefix | &4 1 Bi |2001:db@:zl::/ 64| egual | mot-sent ||
| IPwe ApplID | &4 1 Bi | =1 | egual | not-3ent |1 @ |
s e T L == o —— + === === -
| UDF DewFort | 1@ 1 BEi | 49152 | MER{2) | L=B Il 14 I
| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |
| UDF Length | 1a 1 Bi | | ignore | compute-* || O |
| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
- e e S - - o e - o e e e B -

600
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Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

tom—mmm e — i s tm—mmm—————— tom———————— tmmmmm e ————— tt=——m————= -
| FID | FL FF oI | TV | MO | CDA || Sent |
| | | | | Il [bits] |
tom—mmmm e — - tm—m——fm———F———— tm——m——————— tm———————— tmmmmmm e ————— +t=——————— +
| IPwd Verzion | " 1 Bi | & | egual | nmnot-3ent |1 @ |
| IPwe Diffserwv | B 1 Bi 0 | egual | mot-sent || O |
00 00 00 00 68 16 08 24 46 A0 | IPwf Flow Label | 20 1 Ei [u] ﬂ equal not-sent | |1 @
| IPFwd Length | 1a 1 Bi | | ignore compute-"* |1 @ |
| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @
| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |
| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0
| IPwf DewIID | &4 1 Bi | | ignore | sent || &4
| IPwh BABppPrefix | &4 1 Bi |2001:db@:zl::/ 64| egual | mot-sent ||
| IPwe ApplID | &4 1 Bi | =1 | egual | not-3ent |1 @ |
s e T L == o —— + === === -
| UDF DewFort | 1@ 1 BEi | 49152 | MER{2) | L=B Il 14 I
| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |
| UDF Length | 1a 1 Bi | | ignore | compute-* || O |
| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
- e e S - - o e - o e e e B -

60 00 00 00
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Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

e ettt e fmmmm e m e Fom fommmmm e m——— e Fp=——m———— -
| FID | FL FF oI | TV | MO | CDA || Sent |
| | | | | Il [bits] |
tmm e Fmmmm e ——— Fmmmm—————— fmmm e — tt=——————— -
| IPwd Verzion | " 1 Bi | & | egual | nmnot-3ent |1 @ |
| IPwe Diffserwv | B 1 Bi | @ | egual | mot-sent || O |
| IPwf Flow Label | 240 1 BEi ] | egqual not-sent |1 @ |

00 00 00 00 68 16 08 24 46 A0 | IPwd Length | 1a 1 Ei ﬂ ignore compute="* | ]
| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @
| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |
| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0
| IPwf DewIID | &4 1 Bi | | ignore | sent || &4
| IPwh BABppPrefix | &4 1 Bi |2001:db@:zl::/ 64| egual | mot-sent ||
| IPwe ApplID | &4 1 Bi | =1 | egual | not-3ent |1 @ |
- e e e e e e e e - e e e e e e e - e e e +t======== -
| UDF DewFort | 18 1 BEi | 43152 | MEB{2) | L=B Il 14 I
| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |
| UDF Length | 1a 1 Bi | | ignore | compute-* || O |
| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
e e e e e e - e e e e o e e e N o e e e e +4=m======= -

60 00 00 00 01 e6
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Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

e
| FID
|
o ————— e ————— — e —
| IPwd Verzion
| IPwg Diffserwv
| IPwf Flow Label
| IPFwd Length
00 00 00 00 68 16 08 24 46 A0 | IPwf Hext Header
| IPwE Hop Limit
| IPwvE DevPrefix
| IPwE DewIlD
| IPwhE AppPrefix
| &

UDF DevFort
UDOF AppPort
UDF Length
UDF Checksum

60 00 00 00 01 e6 11

II.ETF'W\M

] 1 Ei

B 1 Ei
20 1 Bi
1a 1 Ei

] 1 Ei

B 1 Bi
g4 1 Ei
64 1 Ei
T 1 Bi
G4 1 Ei
1a 1 Bi
1a 1 Ei
1la 1 Ei
1la 1 Ei

fmmmm e m e Fom
| T | ol
| |
Fmmmm e ——— Fmmmm——————
| & | egual
| @ | egual
| Q | egual
| ignore

17 | equal

B4 | egual
| Z606:4700:10:: /64| agual
| | ignore
|2001l:do@: Lz 64| egual
| »=1 | egual
- e e e e
| 43152 | MEB{2)
| 443 | egual
| | ignore
| | ignore
e N

not-sent
compute-*

not-sent |

e

not-sent
not—-sent ||
sent |1
not—sant ||
not-sent |1

LER Il
not-sent 11
compute-* |1
compute-* 11|

[ I B e |
o
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Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

e
| FID
|
o ————— e ————— — e —
| IPwd Verzion
| IPwg Diffserwv
| IPwf Flow Label
| IPFwd Length
| IPw6E MNext Header
| IPwE Hop Limit
00 00 00 00 68 16 08 24 46 A0 | IPve DevPFrefix
| IPwE DewIlD
| IPwhE AppPrefix
| &

UDF DevFort
UDOF AppPort
UDF Length
UDF Checksum

60 00 00 00 01 e6 11 40 20 01 0d b8 00 01 00 00

II.ETF'W\M

] 1 Ei

B 1 Ei
20 1 Bi
1a 1 Ei

] 1 Ei

B 1 Bi
g4 1 Ei
64 1 Ei
T 1 Bi
G4 1 Ei
1a 1 Bi
1a 1 Ei
1la 1 Ei
1la 1 Ei

fmmmm e m e Fom
| T | ol

| |
Fmmmm e ——— Fmmmm——————
| & | egual

| @ | egual

| Q | egual

| | ignore

| 17 | egual

| B4 | egual
ZENG4AT00: 105 /64 | agual

[ ignore

|2001l:do@: Lz 64| egual

| »=1 | egual
- e e e e
| 43152 | MER{2)

| 443 | egual

| | ignore

| | ignore
e N

not-sent
compute-*
not-sent
not-sent

not—-sant | ||

SETIL |1
not—sant ||
not-sent |1

LER Il
not-sent 11
compute-* |1
compute-* 11|

[ I B e |
o
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Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

Eule IDh = 2, size 2 bits
tom—mmm e — i s tm—mmm—————— tom———————— tmmmmm e ————— tt=——m————= -
| FID | FL FP oI | TV | MO | CDA || Sent |
| | | | | Il [bits] |
tom—mmmm e — - tm—m——fm———F———— tm——m——————— tm———————— tmmmmmm e ————— +t=——————— +
| IPwd Verzion | " 1 Bi | & | egual | nmnot-3ent |1 @ |
| IPwe Diffserwv | B 1 Bi | @ | egual | mot-sent || O |
| IPwf Flow Label | 240 1 Ei | O | egual | mot-sent |1 @ |
| IPFwd Length | 1a 1 Bi | | ignore | compute-* |1 @ |
| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @
| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |
| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0

00 00 00 00 68 16 08 24 46 A0 | IPwd DewIID | &4 1 Bi u ignore sent I 1| &4
| IPwh BABppPrefix | &4 1 Bi [z200l:db@:l::/6d4] egual noL—S2ne ||
| IPwe ApplID | &4 1 Bi | =1 | egual | not-3ent |1 @ |
s e T L == o —— + === === -
| UDF DewFort | 1@ 1 BEi | 49152 | MER{2) | L=B Il 14 I
| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |
| UDF Length | 1a 1 Bi | | ignore | compute-* || O |
| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
- e e S - - o e - o e e e B -

60 00 00 00 01 e6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08

,E,F.W 37




Example - decompression

| s00000001A0582091148 | —» RulelD = 2 (size 2 bits)

ETF

Eule IDh = 2, size 2 bits

tom—mmm e — i s tm—mmm—————— tom———————— tmmmmm e ————— tt=——m————= -

| FID | FL FP oI | TV | MO | CDA || Sent |

| | | | | Il [bits] |

tom—mmmm e — - tm—m——fm———F———— tm——m——————— tm———————— tmmmmmm e ————— +t=——————— +

| IPwd Verzion | " 1 Bi | & | egual | nmnot-3ent |1 @ |

| IPwe Diffserwv | B 1 Bi | @ | egual | mot-sent || O |

| IPwf Flow Label | 240 1 Ei | O | egual | mot-sent |1 @ |

| IPFwd Length | 1a 1 Bi | | ignore | compute-* |1 @ |

| IPw6E MNext Header | B 1 Bi | 17 | egual | not-sent 1] @

| IPFwf Hop Limit | B 1 Bi | &4 | egual | not-sent || @ |

| IPvec DevPFrefix | &4 1 Bi |2606:4700:10::/64] egual | not-sent |1 0

| IPwf DewIID | &4 1 Bi | | ignore | sent || &4

| IPwh BABppPrefix | &4 1 Bi |2001:db@:zl::/ 64| egual | mot-sent ||

| IPwe ApplID | &4 1 BEi | 1 | egual | not-3ent |1 @ |

s e T L == o —— + === === -

| UDF DewFort | 1@ 1 BEi | 49152 | MER{2) | L=B Il 14 I

| ODF AppPort | 1a 1 Ei | 443 | egual | nmnot-3ent |1 @ |

| UDF Length | 1a 1 Bi | | ignore | compute-* || O |

| UDF Checksum | 1g 1 Bi | | ignore | compute-* || @ |
v - e e S - - o e - o e e e B -
60 00 00 00 01 6 11 40 20 01 0d b8 00 01 00 00 00 00 00 00 00 00 00 01 26 06 47 00 00 10 00 00 00 00 00 00 68 16 08 26 c4 68 01 bb 01 €6 8d f1
Bl Uncompressed packet
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From baseline operation to more advanced operation

Management can be used to modify the static

L_|1 contexts in a transactional way. L_|1
2 2
] () 1” [y

It is decoupled from the operation of SCHC
on the data flow and can be adjusted to
specificities of TIPTOP use-cases.
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Next steps

e |f interest —work on a profile for SCHC for TIPTOP

o Asitisa Framework, we can optimize for requirements coming from
TIPTOP (e.g.implementation complexity, features, ...)

o Work on quantifying expected gains (e.g. for TIPTOP traffic)

m  Having traffic traces (e.g. QUIC) from simulations would be great
resource

o Specify how SCHC is integrated in the TIPTOP framework

e Questions? Interest?
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