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Certificates expire for a reason

* Private key could have been compromised
« Compromise of private key is not always known
* Revocation mechanisms only help when compromise is discovered

* |dentity of the communicating party could be “revoked”
* Authorization context may change



CA/Browser Forum requirements evolution

Just as an oversimplified example!

2012 2015 2018 2020 2026 2027 2028

—

60 months 39 months 825 days 398 days 200 days 100 days 47 days



Some cases benefit from shorter certificates

Letsencrypt shortlived profile

Property Value

Pending Authorization Lifetime 1 hour
Authorization Reuse Period 7 hours
Order Lifetime 8 hours
Certificate Common Name No

Key Encipherment KU MNo

TLS Client Auth EKU No
Subject Key ID MNo
Validity Period 160 hours
Revocation Information CRL

Max Names 25

Identifier Types DNS, IP



TLS implementations do not look fon

expired certificates...
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e © Not Secure  httns://expired.badss|.com ' [E] Guest (2) :_:'
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Your connection is not private

Attackers might be trying to steal your information from expired.badssl.com (for
example, passwords, messages or credit cards). Learn more about this warning

NET::ERR_CERT_DATE_INVALID

Hide advanced Back to safety

This server could not prove that it is expired.badssl.com,; its security certificate
expired 3,749 days ago. This may be caused by a misconfiguration or an attacker
intercepting your connection. Your computer's clock is currently set to Thursday 17 July
2025. Does that look right? If not, you should correct your system's clock and then
refresh this page.

Proceed to expired.badssl.com (unsafe)

dly at



Expired certificates present the same risk to
already established connections

Some options:
* Do nothing. Authenticate only at the beginning and hope for the best
* Do not upgrade to (D)TLS 1.3

* Not a valid option...

* Signal new certificate on application layer
* Requires significant work for each protocol
* Not feasible forthings like BGP, IPFIX and other carrier protocols

* Re-connect
* Generally disruptive
* Potential load balancing challenges
* Security downsides similar to pre-1.3 renegotiation

* Implement Certificate Update on TLS layer



TLS 1.3 certificate update applicability

* Sessions living longer than certificates
* Re-connectis disruptive

* High consequences of compromise

* Long-lived site-to-site VPN tunnels aka some of MASQUE
e Carrier signaling including SCTP DTLS Chunk Key Management

* Re-validation of certificates is mandatory in 3GPP for long lived connections

* That is, NOT typical web browser traffic



TLS 1.3 certificate update negotiation

* certificate update request Extensionin ClietHello and
EncryptedExtensions

* Contains optional Exported Authenticator Request

struct {
select (Handshake.msg_type) {
case client_hello: CertificateRequest;

case encrypted_extensions: ClientCertificateRequest;

}
} CertificateUpdateRequestExtension;

* Empty extension means “l support Certificate Update, but | don’t want
to receive them from you”



TLS 1.3 certificate update message

* CertificateUpdate message can be passed during the TLS
session lifetime (inside CRYPTO QUIC frame in the QUIC case)

* Contains Exported Authenticator

struct {
opaque authenticator<l..2”24-1>,
} CertificateUpdate;

Figure 3: CertificateUpdate message



Updated certificate MUST NOT change
authorization context

* Same Subject as before

* Same extensions as before

* No new extensions

* Same algorithm and key length
* Same issuer

* No certificate reuse

* Essentially, only validity and public key may change



Additional Authenticator Requests

After validating CertificateUpdate peer may provide a new
Authenticator Request for the next Certificate Update

struct {
opaque authenticator_request<l..2”16-1>;
} CertificateUpdateRequest;

Figure 4: CertificatelUpdateRequest message



Thank you!

Is this something of interest for the working group?
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