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Workload Identifier journey so far

s2s-
protocol architecture Separate 

document
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What is workload identifier?

An absolute URI

spiffe://incubation.example.org/ns/experimental/analytics/ingest

Scheme Authority / Trust Domain Scheme-specific path
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Is WIMSE Workload Identifier the same as 
SPIFFE-ID?
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WIMSE Workload Identifier vs SPIFFE-ID

• Same format (scheme://trustdomain/path)
• Scheme does not have to be spiffe://
• Every SPIFFE-ID is a valid WIMSE Workload Identifier. But not 

every WIMSE Workload Identifier is a valid SPIFFE-ID
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Why do we need a separate document?

• Standard track document with definitions
• Can be referenced from WIMSE and from outside of WIMSE
• Workload Identifier is important enough
• Workload Identifier must be stable, and not bound to protocol or 

architecture versions
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Usage Example: Workload Identifier Scope 
Hint for TLS ClientHello
draft-rosomakho-tls-wimse-cert-hint

• ClientHello signal to perform conditional mTLS
TLS ClientHello

List of WIMSE Scope Hints 
(scheme + trust domain)

Client Server

CertificateRequest

Is it a workload?
Does WIMSE Scope Hint
list contains something I
know about?
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Next steps

• Security tightening (many interesting lessons learned 
from SPIFFE)

• Clean up usage (it belongs to s2s protocol and other 
places)

• Align terminology
• Is this something WG would like to work on?
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