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Status

* In WGLC since 18 September 2025

* Received 2 reviews (thanks!!)
* Marco Tiloca on 9 October 2025
e Esko Dijk on 22 October 2025

* Published -09 on 20 October 2025
e Addresses Marco’s review

* Goal of the presentation
e Discuss resolutions to Marco’s review
* Discuss issues raised by Esko



Resolved Issues from Marco’s review

https://mailarchive.ietf.org/arch/msg/ace/ie-Yjivsn POZQn4I3XNkGy HbXk/
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https://mailarchive.ietf.org/arch/msg/ace/ie-Yjvsn_POZQn4I3XNkGy_HbXk/
https://mailarchive.ietf.org/arch/msg/ace/ie-Yjvsn_POZQn4I3XNkGy_HbXk/
https://mailarchive.ietf.org/arch/msg/ace/ie-Yjvsn_POZQn4I3XNkGy_HbXk/

108: Marco’s comments

* | have now reviewed the document again and | believe that it is largely ready.
* Marco provided an extensive editorial review
* 40 fixes proposed and integrated in -09

Comment on Section 3 that was not integrated in -09: | think that the three "must" in the
third paragraph and the "must" in the fourth paragraph should actually be "MUST",

Third paragraph:
The EST-oscore clients and servers must perform mutual authentication. The EST server and EST client are
responsible for ensuring that an acceptable cipher suite is negotiated. The client must authenticate the server
before accepting any server response. The server must authenticate the client. These requirements are
fulfilled when using EDHOC [RFC9528].9]

Response: EDHOC is mandated by the specification (in Section 3). We avoid normatively
restating the requirements that are met by EDHOC so proposing to keep lowercase “must”.

Fourth paragraph:
The server must also provide relevant information to the CA to support its decision about issuing a
certificate.

Response: Seeking input from the WG.
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https://github.com/ace-wg/est-oscore/issues/108

Issues from Esko’s review of -09

https://mailarchive.ietf.org/arch/msg/ace/KaUzY2QMHLWX024MRp6ePcB2RK0O/
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https://mailarchive.ietf.org/arch/msg/ace/KqUzY2QMHLWXO24MRp6ePcB2RK0/

112: Example 4.1 fix & optimization

Based on my previous review of -05, | did a new review of -09, to see if the issues are
addressed.

| think they all are now - thanks for putting in this extra work!

Looking at the -09 version, two new comments came up:

Example:

Example:
REQ: GET /.well-known/core?rt=ace.est.sen

REQ: GET /.well-known/core?rt="ace.est.sen"
RES: 2.85 Content

RES: 2.05 Content Content-Format: 4@ (application/link-format)

</est>;rt="ace.est.sen";osc Payload:
</est>;rt=ace.est.sen;osc

Proposed action: Adopt example text suggested by Esko
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https://github.com/ace-wg/est-oscore/issues/112

113: Section 4.2.1: "bag" mandatory or not?

42.1. /crts

EST-oscore provides the /crts operation. A successful request from the client to this resource will be answered
with a bag of certificates which is subsequently installed in the TA database, resulting in Explicit TAs.

Is it always a bag? Section 4.3.1 allows Content Format ID 287 which is a single cert.

If this is allowed, would a single C509 cert be also allowed (i.e. not having a CBOR array at
the top level)?

Also it may be clear here to mention the term "c5b" somewhere which is used for the bag of
C509 certificates case in draft-ietf-cose-cbor-encoded-cert-15.

Response: Case of C509 certs: As a response to /crts, COSE_C509 structure is returned as
application/cose-c509-cert. COSE_C509 is defined as:

COSE_C509 = C509CertData / [ 2* C509CertData ]
C509CertData = bytes .cborseq C509Certificate

Therefore, single C509 cert is allowed.
Proposed action: Clarify the text in 4.2.1.
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https://github.com/ace-wg/est-oscore/issues/113

Next Steps

* Publish -10 with proposed changes to Esko’s review
e Ship?



Thank you!
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