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Recap

> Application profile of RFC 9594 [1]
— Key provisioning for group communication with ACE

> Group communication in the CoAP pub-sub architecture [2]

> Mapping with ACE entities and workflows

— ACE client: Publisher and/or subscriber node
— ACE resource server: Broker
— ACE resource server: Key Distribution Center (KDC)

> An access token for ...
— Secure and authorized operations at the Broker
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— Obtain keying material to protect published data end-to-end with COSE
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[1] https://www.rfc-editor.org/rfc/rfc9594.html
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[2] https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/



https://www.rfc-editor.org/rfc/rfc9594.html
https://www.rfc-editor.org/rfc/rfc9594.html
https://www.rfc-editor.org/rfc/rfc9594.html
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/

Latest developments

» draft-ietf-ace-coap-pubsub-profile-00 was published in May 2025
— It used to be draft-ietf-ace-pubsub-profile

> As agreed, we repurposed the document to have a more narrow focus
— Only targeting the CoAP pub-sub architecture [2]
— The MQTT pub-sub architecture is not in scope anymore

> Version -01 submitted before this cut-off
— No functional changes in the protocol
— Clarifications and fixes, many of which based on:
Comments from Paul’s AD review of [3]
Reviews from IANA and Designated Experts for [3]

[2] https://datatracker.ietf.org/doc/draft-ietf-core-coap-pubsub/
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Fromv-00tov-01

» Editorial fixes; updated references

> Updated IANA considerations:

— Suggested values for IANA registrations
Identifier of ACE groupcomm key types “Group_PubSub_Keying Material” (2)
Identifier of ACE groupcomm profiles “coap_group_pubsub_app” (2)

— Renamed TLS Exporter Label (used in particular cases for nonce derivation)
Added “coap”, so it reads EXPORTER-ACE-Sign-Challenge-coap-pubsub-app

— Fixed content types in the CoAP Content-Formats registrations
application/aif+cbor;toid=pubsub-topic;tperm=pubsub-perm
application/aif+json;toid=pubsub-topic;tperm=pubsub-perm

Consistent with RFC 3986 and draft-ietf-core-cf-reg-update
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Fromv-00tov-01

» Clarified generation of nonce N_S, if TLS is used with the KDC instead of DTLS
— Section 4.1.1.2, separately considering (D)TLS 1.2 and (D)TLS 1.3
— Used to be issue #27 — https://github.com/ace-wg/pubsub-profile/issues/27

» Clarified recommendations about randomness and size of nonces
— RECOMMENDED to be at least 8-byte long
— RECOMMENDED to be a random value

> Added missing references to REQ and OPT requirements
— Appendix A.1 “Mandatory-to-Address Requirements” (REQ1, REQ2, ...)
— Appendix A.2 “Optional-to-Address Requirements” (OPT1, OPT2, ...)
— Now each requirement is mentioned in the document body (even if not applicable)
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Next steps

> All the intended content should be in the document now

> There is a normative reference to the pub-sub document in CoRE [2]
— [2] completed Working Group Last Call
— Hopefully revised version in the next few months

> This document should be ready for Working Group Last Call
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Thank you!

Comments/questions?

https://github.com/ace-wg/pubsub-profile
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