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Since IETF 123

● Call for Adoption in August
○ Discussion of acceptable client behavior
○ Discussion of “private” profiles

● IETF draft -00 created in September
○ Says that clients SHOULD not request un-advertised profiles
○ Makes the profile description a JSON object (with only one key)
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Implementation and Usage
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● Supported by 2+ servers and 7+ clients
○ Description strings-to-objects migration lagging

● Being used by Let’s Encrypt for multiple migrations
○ Removal of tlsClientAuth EKU[1]

○ Migration to 47-day validity periods
○ Allows clients to opt-in early, or extend their deadline slightly
○ Allows easy “brownouts” by temporarily changing default profile

https://letsencrypt.org/2025/05/14/ending-tls-client-authentication


Next Steps
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● Feedback from other server operators / implementers
● Further stabilization?
● WGLC


