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In a nutshell
ML-KEM.KeyGen

Compact PK = (seed, matrices)
Full PK ← (Expand(seed), matrices)

Samples many values 
using rejection sampling

The number of rejections leaks information about the 256-bit random seed

etc.



A simple fix called TEMPO
Side channels

41

Before:

Epk ← ‘Encrypt’(pw, Compact PK) Compact PK = (seed, matrices)



A simple fix called TEMPO
Side channels

42

Before:

Epk ← ‘Encrypt’(pw, Compact PK)

Epk ← seed || ‘Encrypt’(pw, Matrices)

After:

Compact PK = (seed, matrices)



A simple fix called TEMPO
Side channels

43

Before:

Epk ← ‘Encrypt’(pw, Compact PK)

Epk ← seed || ‘Encrypt’(pw, Matrices)

After:

Compact PK = (seed, matrices)

Completely random



A simple fix called TEMPO
Side channels

44

Before:

Epk ← ‘Encrypt’(pw, Compact PK)

Epk ← seed || ‘Encrypt’(pw, Matrices)

After:

Does not require rejection samplingCompletely random

Compact PK = (seed, matrices)



A simple fix called TEMPO
Side channels

45

Before:

Epk ← ‘Encrypt’(pw, Compact PK)

Epk ← seed || ‘Encrypt’(pw, Matrices)

After:

Compact PK = (seed, matrices)

https://eprint.iacr.org/2025/1399

Does not require rejection samplingCompletely random
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Chris: Revised introduction and motivation for a hybrid PAKE

Dan Harkins: Small inconsistency between paper and spec

Stanislaw Jarecki: Several small fixes, e.g. missing inputs
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Revised version for IETF-125:

Addressed current 
open issues

Incorporated changes 
laid out in TEMPO

https://github.com/chris-wood/draft-pqpake

WIP
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A simple fix called TEMPO

Is the TEMPO the right approach against 
timing side channels in OQUAKE?

Small performance impactRequires small spec changes

Wrapper around FIPS-compliant ML-KEM


